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Abstract

Traditional health data infrastructure fragments longitudinal health status into
isolated clinical encounters, introduces significant self-reporting bias, and con-
centrates data ownership among centralized custodians. This paper proposes
an institutional research lab architecture—Proof of Health—that treats verified
health status as a cryptographically attestable primitive suitable for decentral-
ized trials, data marketplaces, and risk-adjusted health contracts. The architec-
ture integrates three core components: (1) multi-modal longitudinal data col-
lection via remote patient monitoring (RPM), wearable sensors, and structured
clinical assessments; (2) privacy-preserving verification using off-chain encrypted
storage paired with on-chain attestations and zero-knowledge proofs; and (3)
decentralized trial infrastructure supporting hybrid recruitment, telemedicine
visits, and electronic patient-reported outcomes (ePROs). We define a stan-
dardized “Proof of Health” metric derived from biomarker trajectories, behav-
ioral adherence logs, and imaging-derived phenotypes, versioned using FHIR
interoperability standards and blockchain-based metadata provenance. The lab
architecture incorporates HL7 FHIR compliance, GDPR/HIPAA-aligned con-
sent automation via smart contracts, and risk-based remote monitoring (RBM)
protocols aligned with ICH-GCP guidelines. Initial pilot studies (N = 20-50
participants per cohort) will validate the Proof of Health signal across three use
cases: (1) insurance risk stratification, (2) employment wellness contracts, and
(3) participation in decentralized science (DeSci) research data marketplaces.
Participants retain cryptographic custody of raw data while institutions gain
provably valid, tamper-evident health intelligence. We present the system ar-
chitecture, methodology, preliminary endpoint definitions, and regulatory path-
ways for pilot and confirmatory trials. This framework aims to resolve the cen-
tral tension in modern health research: enabling rigorous longitudinal science
while strengthening individual data sovereignty and consent transparency.

Keywords: decentralized clinical trials, remote patient monitoring, blockchain
health data, FHIR interoperability, privacy-preserving verification, Proof of
Stake health outcomes, DeSci data infrastructure




1. Introduction
1.1 Problem Statement
Contemporary health data ecosystems suffer from three structural deficiencies:

1. Fragmentation and Bias: Health status is sampled at discrete
clinical encounters, introducing selection bias and masking longitudinal
trends. Self-reported outcomes—standard in questionnaires and diaries—
introduce ~40-60% measurement error and undermine trial integrity [1,
2, 3].

2. Centralized Custody: Patients do not control their own health records.
Data is siloed in EHR systems, insurance platforms, and wearable ecosys-
tems, each with incompatible data schemas and access controls [4, 5, 6].

3. Verification Gap: Counterparties (insurers, employers, researchers) lack
a reliable, tamper-evident way to verify health claims without accessing
raw medical records. Current proxy measures (self-certification, claim
documents) are unverifiable and vulnerable to manipulation [7, 8.

These limitations have real downstream costs:

¢ Clinical trials suffer 50-70% adherence dropout, invalidating conclusions
[9].

 Insurance underwriting relies on coarse proxies (age, BMI, claims history)
rather than verifiable health status [10].

o Research data marketplaces remain theoretical because patients fear losing
custody of their data [11, 12].

1.2 Proposed Solution: Proof of Health Architecture

We propose a research lab infrastructure that reframes health status as a verifi-
able, cryptographically attestable signal. The Proof of Health (PoH) framework:

1. Collects longitudinal, multi-modal data via remote patient monitor-
ing (RPM), wearables, mobile health (mHealth) apps, and clinic-based
assessments, enabling high-frequency sampling (daily to weekly) rather
than annual snapshots [13, 14, 15].

2. Converts raw data into standardized health proofs using FHIR-
compliant schemas, zero-knowledge proofs (ZKPs), and cryptographic at-
testations, allowing third parties to verify health status without seeing
raw medical data [16, 17, 18, 19].

3. Implements decentralized trial infrastructure (hybrid recruitment,
telemedicine visits, ePROs, remote monitoring) aligned with ICH-GCP
standards and emerging FDA/EMA guidance on decentralized clinical tri-
als [20, 21, 22, 23].

4. Operates under strict consent and compliance automation via
smart contracts that enforce GDPR, right-to-erasure, HIPAA audit logs,
and transparent data monetization workflows [17, 24, 25].



The architecture is agnostic to blockchain consensus mechanisms (Ethereum,
Solana, Base, etc.) and can integrate with traditional clinical trial management
systems (CTMS) and electronic data capture (EDC) platforms [26].

1.3 Scope and Objectives

Primary Research Objective: Validate that a hybrid decentralized trial ar-
chitecture can collect high-fidelity, longitudinal health data with superior adher-
ence, data quality, and participant retention compared to traditional site-based
trials.

Secondary Objectives:

¢ Define and validate a standardized “Proof of Health” metric suitable for
regulatory submission and commercial use.

e Demonstrate privacy-preserving verification: counterparties can verify
health status without accessing raw data.

o Establish endpoint definitions for insurance risk stratification, employment
wellness, and DeSci research participation.

o« Measure participant engagement, data quality, and cost per participant
versus traditional trial models.

2. Background and Rationale
2.1 Failures of Traditional Health Data Infrastructure

Fragmentation: Current EHR systems are incompatible [27]. A patient’s
health record is scattered across primary care (GP), specialists, imaging cen-
ters, pharmacies, and multiple insurance platforms, each with separate login
credentials and data silos. Even within single health systems, integrating data
across departments requires manual labor and expensive health information ex-
change (HIE) middleware [27, 28].

Adherence and Dropout: Clinical trial adherence averages 50-70% [9]. Re-
mote trial participants—Ilacking weekly clinical visits—default to self-reporting,
which introduces ~50% measurement error [29]. Wearable data mitigates some
bias, but wearable non-wear (participants forget or stop wearing devices) is
common (up to 30-40% in longitudinal studies) [30].

Data Ownership and Consent: Patients rarely have cryptographic custody
of their own health data [31]. Consent is binary (yes/no) and non-revocable;
patients cannot selectively share data or audit who accessed it [32]. GDPR’s
right-to-erasure is nominally respected but technically difficult to enforce in
fragmented, backup-laden systems [33].

Verification Credibility: Insurance companies, employers, and researchers
lack a standardized way to verify health claims. They rely on self-reported



questionnaires, claim documents (post-hoc), or mandatory in-person exams—
all expensive, selective, and subject to misreporting [34, 35].

2.2 Decentralized Clinical Trials: Emerging Standards

Decentralized clinical trial (DCT) and hybrid trial models have emerged as
solutions. FDA guidance (2024) and EMA reflection paper (2023) recognize
remote patient monitoring, telemedicine visits, and electronic consent as valid
trial components [20, 21, 22]. Key elements:

« Remote Patient Monitoring (RPM): Wearables, home spirometers,
pulse oximeters, and apps transmit real-time health data to a central clin-
ical trial management system (CTMS) [13, 14, 36].

¢ Telemedicine Visits: Synchronous visits with trial physicians via video-
conference, with remote blood draw coordination or in-person visits at
local physician networks (hub-and-spoke) [20, 22, 37].

¢ Electronic Consent (eConsent): Digital informed consent delivery,
signature capture, and re-consent management [20, 21].

« ePROs: Patient-reported outcomes collected via mobile app or web por-
tal, timestamped and cryptographically signed [15, 38].

Adoption barriers include:

e Data Quality: Unclear which RPM metrics correlate to clinical outcomes
[39].

o Interoperability: Wearable APIs, EHR systems, and EDC platforms
use incompatible schemas [26, 40].

¢ Regulatory Uncertainty: FDA has not pre-approved most wearable-
derived endpoints for primary outcome measurement [41, 42].

¢ Privacy/Compliance: HIPAA and GDPR compliance in distributed
systems remains operationally complex [25, 43, 44].

2.3 Blockchain and Privacy-Preserving Health Data
Blockchain-based health systems address some of these gaps [16, 17, 18, 19, 45]:

¢ Immutable Metadata: Smart contracts log consent, data access, and
revocation as immutable records, simplifying GDPR audit trails [24, 25,
46].

e« Data Ownership: Patient-held cryptographic keys enable selective shar-
ing and verifiable credentials (Self-Sovereign Identity, SSI) [47, 48].

o Interoperability: FHIR-compliant blockchain systems (e.g., FHIRChain,
MedRec) use standardized HL7 FHIR resources as the payload format,
enabling plug-and-play integration [19, 156].

e Privacy-Preserving Verification: Zero-knowledge proofs allow verifi-
cation of health status (e.g., “biomarker X is in normal range”) without
revealing the actual value [49, 50, 51].



However, most blockchain health projects remain pilots. Production issues in-
clude:

e Scalability: On-chain transaction costs and throughput limit real-time
data streaming [52].

¢ Off-Chain Storage: Raw health data must be encrypted and stored off-
chain (IPFS, Arweave, private cloud) while metadata lives on-chain; this
hybrid architecture is operationally complex [17, 18].

o Right-to-Erasure: Immutability conflicts with GDPR’s right-to-erasure;
solutions include off-chain data deletion 4+ on-chain metadata retention
[24, 25].

2.4 Rationale for Proof of Health Architecture
The Proof of Health framework synthesizes:

1. DCT best practices (remote monitoring, telemedicine, ePROs, risk-
based monitoring).

2. FHIR interoperability standards to ensure data portability and insti-
tutional integration.

3. Blockchain metadata and consent management to strengthen audit
trails and patient control.

4. Cryptographic attestations (ZKPs, digital signatures) to enable
privacy-preserving verification.

5. Standardized endpoint definitions to unlock insurance, employment,
and DeSci use cases.

The goal is not to “tokenize health” or create speculative financial instruments,
but to:

¢ Enable longitudinal science with higher data quality and lower dropout.

o Strengthen data sovereignty: patients own their records and decide who
accesses what.

o Create verifiable intelligence: insurers and researchers can trust health
claims without invading privacy.

3. System Architecture
3.1 High-Level Design

Proof of Health Research Lab

DATA COLLECTION LAYER (Remote Patient Monitoring)

e Wearables (HR, Sp02, temp, activity, sleep)



o mHealth app (symptom logs, adherence, ePRO)
e Clinical data (labs, imaging, vitals)
e Behavioral logs (meals, exercise, medication)

4
DATA STANDARDIZATION & STORAGE (FHIR + Encryption)

e FHIR-compliant schemas (Observation, Condition)
e AES-256 encryption (data at rest)

e Off-chain storage (IPFS, AWS S3, private cloud)
o EDC system (Medidata, Castor, REDCap)

1
PROOF GENERATION & VERIFICATION (Smart Contracts)

e Calculate PoH score (biomarker + behavioral)
e Generate cryptographic attestation

e Zero-knowledge proof (optional privacy mode)
e Log to blockchain (metadata + hash pointer)

4
CONSENT & COMPLIANCE (Smart Contracts + Audit Log)

e Participant consent (eConsent + digital sig)
e Access control (role-based, time-limited)

e Right-to-erasure automation

o GDPR/HIPAA audit trail

4
ENDPOINTS & OUTCOMES (Trial Analytics)

e Primary: PoH trajectory (slope, variability)
e Secondary: Biomarker change, adherence, QoL
e Exploratory: Protocol deviation patterns

4
USE CASES (Commercial & Research Integration)

Insurance Risk Stratification
Employment Wellness Contracts
DeSci Research Data Marketplace
Academic Cohort Studies
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3.2 Data Collection Layer

Remote Patient Monitoring (RPM) Devices & Apps:

Data Type Device/Source Frequency Transmission
Vital Signs Wearable (Apple Watch, Continuous Encrypted
Oura Ring, WHOOP) (hourly API —
aggregates) CTMS
Activity Accelerometer (wearable, Continuous Encrypted
smartphone) API —
CTMS
Sleep Wearable, actigraphy Nightly Encrypted
API —
CTMS
Heart Rate Wearable, ECG Daily Encrypted
Variability API —
(HRV) CTMS
Biomarkers Home finger-prick (e.g., Weekly— Encrypted
(Labs) Thorne, EverlyWell) or Monthly upload —
clinical lab EDC
Imaging Neko-style full-body scan ~ Baseline + Encrypted
(optional), DEXA, Q6M upload —
ultrasound EDC
Behavioral Logs mHealth app (custom) Daily (meals, Encrypted
medication, app —
exercise) CTMS
Patient- mHealth app (validated 2-3x /week Encrypted
Reported PRO instruments) app —
Outcomes CTMS
(ePROs)

Data Quality Assurance:

o Automated anomaly detection (e.g., impossible HR value, >24h of missing

wearable data).

o Participant engagement alerts: if non-wear detected >48h, app triggers
reminder push notification.
o Weekly data completeness dashboard visible to site coordinator and par-

ticipant.

3.3 Data Standardization & Storage (FHIR + Encryption)

FHIR Resource Mapping;:

All incoming data are mapped to HL7 FHIR R4 resources:

o Observation (vitals, labs, wearable metrics)



e Condition (diagnoses, risk factors)

o DiagnosticReport (imaging, lab panels)
o Goal (personal health goals)

e AuditEvent (data access logs)

Example FHIR Observation (Heart Rate):
{

"resourceType": "Observation",

"id": "obs-001",

"status": "final",

"category": [{"coding":

[{"system": "http://terminology.hl7.org/CodeSystem/observation-category",
"code":

"vital-signs"}]}],

"code": {"coding": [{"system": "http://loinc.org", "code": "8867-4",
"display": "Heart rate"}]},

"subject": {"reference": "Patient/ptnt-001"},

"effectiveDateTime": "2025-12-20T10:30:00Z",

"valueQuantity": {"value": 72, "unit": "beats/minute", "system":
"http://unitsofmeasure.org", "code": "/min"},

"method": {"coding": [{"system": "http://snomed.info/sct",

"code": "17922007",

"display": "Wearable device"}]},

"performer": [{"reference": "Device/device-wearable-001"}]

}
Encryption & Storage:

¢ Encryption: All data encrypted AES-256 at rest. TLS 1.3 in transit.

o Off-Chain Storage: Raw data stored in encrypted cloud (AWS S3 +
envelope encryption, or private IPFS node).

¢ On-Chain Pointer: Hash of encrypted data + IPFS CID logged to
blockchain with metadata (participant ID, data type, timestamp, encryp-
tion key version).

Example Blockchain Metadata Entry:

event DataLogged(

indexed bytes32 participantld,

bytes32 dataHash,

string ipfsHash,

uint256 timestamp,

string dataType // "vitals", "labs", "ePRO", etc.
)3

EDC Integration: Data also ingested into clinical EDC system (Medidata,
Castor, or REDCap) for trial-standard case report form (CRF) completion and
visit scheduling.



3.4 Proof Generation & Verification (Smart Contracts)
Proof of Health (PoH) Metric Definition (v1.0):
The PoH score aggregates four domains:

1. Biomarker Domain (BM__Score): Weighted composite of key clinical
biomarkers:

 Fasting glucose (normality vs. prediabetic vs. diabetic ranges)
» Total cholesterol & lipid profile (LDL, HDL, triglycerides)

o hs-CRP (inflammation marker)

» eGFR (kidney function)

e Score: 0-100, where 100 = all biomarkers in optimal range

2. Behavioral Domain (BH_ Score): Adherence to protocol-defined
lifestyle:

o Daily activity minutes (target: 150 mod + 75 vig per week)

o Sleep consistency (target: 7-9h, coefficient of variation <15%)

o Medication/supplement adherence (% days taken as prescribed)

« Protocol meal adherence (if applicable; % compliant meals logged)
e Score: 0-100, where 100 = perfect adherence

3. Biometric Stability (BIO__ Var): Inverse of short-term variability:

o HR variability (HRV; lower = more stable parasympathetic control)
o Resting HR (lower = better conditioning)

« Blood pressure variability (lower = better)

e Score: 0-100, where 100 = optimal stability

4. Recovery Capacity (REC__Score):

o Sleep quality (wake bouts, deep sleep %)

o HRV recovery post-exercise

o Symptom/subjective recovery ratings (mHealth ePRO)
e Score: 0-100, where 100 = optimal recovery

Aggregate PoH Score:

PoH_Score = 0.35 x BM_Score + 0.25 x BH_Score + 0.20 x BIO_Var + 0.20 x REC_Score
Range: 0-100
Smart Contract Calculation:
function calculateProofOfHealth(
uint256 participantId,
bytes32[] calldata biomarkerHashes,

bytes32[] calldata behavioralHashes
) external view returns (uint256 pohScore, bytes32 attestationHash) {

// Retrieve encrypted data from off-chain (via oracle pattern)



// Decrypt & aggregate (done off-chain by authorized node, verified on-chain)

// Calculate PoH components

uint256 bmScore = _calculateBiomarkerScore(biomarkerHashes) ;
uint256 bhScore = _calculateBehavioralScore(behavioralHashes);
uint256 bioVar = _calculateBioVarScore();

uint256 recScore = _calculateRecoveryScore() ;

// Weighted aggregate
pohScore = (bmScore * 35 + bhScore * 25 + bioVar * 20 + recScore * 20) / 100;

// Cryptographic attestation (hash of score + timestamp + participant)
attestationHash = keccak256(abi.encodePacked(

participantld,

pohScore,

block.timestamp,

msg.sender // certifying node

));

emit ProofOfHealthGenerated(participantId, pohScore, attestationHash);
return (pohScore, attestationHash);

}
Zero-Knowledge Proof (Optional Privacy Mode):

For highly sensitive use cases (e.g., employment wellness), we implement op-
tional ZKP:

o Participant’s PoH score is proven to be threshold (e.g., “score 70”)
without revealing the actual score.

o Uses zk-SNARKSs or Bulletproofs.

e Reduces data exposure while preserving verification credibility.

3.5 Consent & Compliance (Smart Contracts + Audit Log)
eConsent Workflow:

1. Consent Delivery: Participant receives informed consent form (ICF) via
mHealth app + email.

2. Interactive eConsent: App walks participant through key consent top-

ics (data collection, sharing, right-to-withdraw, compensation).

Digital Signature: Participant signs using biometric or PIN.

4. Smart Contract Logging: Signed consent hashed and logged to
blockchain with immutable timestamp.

©w

event ConsentSigned(
indexed bytes32 participantld,
bytes32 consentDocHash,
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uint256 timestamp,
address signingParty

);
Access Control & Revocation:
Consent is granular:

o Consent Scope: Data collection (Y/N), insurance use (Y/N), research
use (Y/N), commercial monetization (Y/N).

¢ Time Limits: “Consent valid for 12 months” or “indefinite until revoked.”

e Data Sharing: Participant can see list of entities accessing their data in
real-time.

On revocation, smart contract:

1. Flags data as “revoked access” for future queries.

2. Notifies all authorized parties.

3. Removes decryption keys for data older than defined retention period.

4. Off-chain data deletion triggered (on request for GDPR right-to-erasure).

Audit Trail:
Every data access logged with:

o Who accessed (institution, individual role)

o What data (FHIR resource type, specific fields)
o When (timestamp)

e Why (use case: insurance, research, audit)

e Duration (temporary 30-day access vs. ongoing)

Example audit log entry:

{
"timestamp": "2025-12-20T14:22:00Z2",
"accessor": "InsuranceRiskTeam-A",
"dataAccessed": "Observation/HbAlc, Observation/BP",
"participantId": "ptnt-001",
"purpose": "risk_stratification",
"accessDuration": "30_days",
"ipAddress": "192.0.2.1",
"cryptographicProof": "Oxla2b3c..."

4. Study Design & Methodology
4.1 Trial Design & Population

Phase: Proof-of-Concept Hybrid Decentralized Trial (Phase 2a exploratory)
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Design: Single-arm, open-label, N or small cohort studies (N = 20-50 per
cohort) across 3 use cases:

1. Cohort A (Insurance Risk Stratification): Adults 35-70 years, 1+
metabolic risk factor (BMI >25, elevated lipids, prediabetes, hyperten-
sion).

2. Cohort B (Employment Wellness): Adults 25-55 years, employed full-
time, baseline health screening normal.

3. Cohort C (DeSci Data Marketplace): Adults 18+, interested in contribut-
ing to health research, diverse health status.

Inclusion Criteria (All Cohorts):

o Age 18 years

o English-speaking or translator available

o Smartphone access (iOS or Android)

o Willingness to wear wearable device 80% of study period
o Informed consent signed (eConsent)

Exclusion Criteria:

e Acute illness or hospitalization within 30 days
e Uncontrolled psychiatric condition

e Anticipated major surgery during study period
e Pregnancy (Cohort A only)

Sample Size Justification:

For exploratory PoC trials, N = 20-50 per arm is standard [53]. Our primary ob-
jective is feasibility (recruitment, retention, data quality) rather than efficacy,
so smaller N is appropriate. We aim for:

e Recruitment rate: 70% of screened participants enrolled.

o Data completeness: 85% of required ePRO and wearable data cap-
tured.

« Retention: 75% completing 12-week follow-up.

4.2 Study Duration & Visits
Total Duration: 12 weeks per participant.

Visit Schedule:

Visit WeeKl'ype Components

Screening -1 In-person or  Eligibility check, ICF, eConsent,
telemedicine  enrollment

Baseline 0  Hybrid Vitals, labs (finger-prick), imaging

(Vo) (optional), ePRO, wearable fitting

Week 2 2 Telemedicine Check-in, wearable sync, ePRO,

(V1) adherence review
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Visit Weekl'ype Components

Week 4 4 Telemedicine Symptom assessment, labs (optional),

(V2) ePRO, protocol adherence review

Week 8 8  Telemedicine Mid-point assessment, ePRO, wearable

(V3) sync check

End of 12 In-person or  Final vitals, labs, imaging (repeat),

Study (V4) telemedicine  ePRO, exit survey, consent revocation
option

Telemedicine Visits: Conducted via HIPAA-compliant videoconference
(Zoom Healthcare, Doxy.me, or institutional EHR telehealth module). Visits
are 20-30 min.

Lab Draws: Baseline and Week 12 labs done at local lab (LabCorp, Quest, local
clinic) or via home finger-prick kit (Thorne, EverlyWell) for remote cohorts.

4.3 Intervention

Cohort A (Insurance Risk): Baseline assessment + passive monitoring (no
active intervention). Provides historical control for future intervention studies.

Cohort B (Employment): Employer-sponsored wellness protocol (optional)—
e.g., 150 min/week moderate activity, Mediterranean-style meals (3-5x /week
logged via app), sleep targets 7-9h/night. Behavioral coaching via app or
telemedicine.

Cohort C (DeSci): Longitudinal data collection without behavioral interven-
tion. Freedom to follow own health protocols. Primary aim is data quality
validation.

4.4 Primary & Secondary Endpoints
Primary Endpoints:
1. Data Completeness & Quality:

e Proportion of participants with 85% of scheduled ePRO data cap-
tured.

o Wearable non-wear rate (target: <20% of days).

o Missingness pattern analysis (MCAR, MAR, MNAR classification).

o Data quality score (outlier detection, plausibility checks via auto-
mated QA).

2. Retention & Adherence:

 Percentage of participants completing 12-week study (target: 75%).
o Dropout rate and reasons (analyzed by week).
o Adherence to telemedicine visits (% attended as scheduled).
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3. Proof of Health Signal Validity:

PoH score trajectory stability (week-to-week coefficient of variation
20%).

Sensitivity to known intervention (for Cohort B): PoH improvement
detectable with N=20-30.

Correlation between PoH components (BM, BH, BIO, REC) and
gold-standard biomarkers (e.g., BM_ Score vs. clinical labs).

Secondary Endpoints:

1. Individual Biomarker Trajectories:

N

Fasting glucose, lipid panel, hs-CRP (baseline to 12-week change).
Exploratory: telomere length, metabolic age (if imaging done).

. Behavioral Adherence:

Physical activity (min/week moderate + vigorous, from wearable).
Sleep consistency (mean sleep duration + SD, sleep efficiency %).
Dietary adherence (% logged meals meeting protocol targets, for Co-
hort B).

Medication/supplement adherence (% days taken as prescribed).

. Patient-Reported Outcomes (ePRO):

SF-36 (Short-Form 36-item health survey) physical and mental health
summary scores.

Visual Analog Scale for fatigue (0-100).

PSQI (Pittsburgh Sleep Quality Index) composite score.

1-5 Likert satisfaction with telemedicine visits.

. Safety & Adverse Events:

Incidence of serious adverse events (SAEs).

Incidence of adverse events (AEs) related to study intervention (Co-
hort B only).

Wearable skin irritation, loss-of-signal events.

. Regulatory & Technical Metrics:

HIPAA/GDPR, compliance audit: % of data access logged, % of re-
vocation requests fulfilled within 48h.

Smart contract uptime: % of blockchain attestation requests success-
ful.

User experience (SUS score 70 for mHealth app).

Cost per participant for data collection (vs. traditional site-based
trial benchmark).

Exploratory Endpoints:

« Correlation between wearable-derived metrics and clinical outcomes.
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o Predictive power of PoH score for future health insurance claims (if insur-
ance data partner available).

¢ Biomarker discovery: unsupervised clustering of participants by PoH tra-
jectory shape.

o Participant willingness to monetize data (survey after study completion).

4.5 Statistical Analysis Plan

Primary Analysis Population: Intention-to-treat (ITT; all enrolled partici-
pants, including those with early withdrawal) for retention and dropout analysis.
Per-protocol (PP; 60% visit completion) for efficacy endpoint analysis.

Data Completeness: Descriptive statistics (mean, SD, range, missing %) for
ePRO and wearable data across visits. Missingness mechanism assessed (MCAR,
MAR, MNAR) and reported.

PoH Score Trajectory:

o Mixed-effects linear regression with random intercept/slope per partici-
pant.

o Fixed effect: time (week), participant cohort.

o Random effect: participant.

e Outcome: PoH score.

o Hypothesis: non-zero slope (improvement or stability).

Biomarker Change:

o Paired t-tests (baseline vs. 12-week) for continuous biomarkers, assuming
normality.

o Wilcoxon signed-rank test if non-normal.

e 95% CIs reported; p<0.05 considered significant (exploratory; not powered
for significance).

Adherence:

e Descriptive statistics (% complete adherence, median days to non-
adherence if dropout).
o Kaplan-Meier curve for retention by week.

Safety:

e Enumeration of AEs/SAEs with CTCAE v5.0 grading.
o Assessment of relatedness to study procedures (unrelated, unlikely, possi-
bly, probably, definitely).

Covariates: Baseline age, sex, BMI, comorbidities (diabetes, hypertension, dys-
lipidemia, depression), medication use analyzed as potential confounders in re-
gression models.

Significance Level: = 0.05 (exploratory two-sided).
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Multiplicity: Given exploratory nature, no formal multiple comparison correc-
tion applied. However, primary endpoint (data completeness, retention) priori-
tized; secondary endpoints interpreted cautiously.

Software: R 4.x (tidyverse, nlme, survival packages) or Python (pandas, scipy,
scikit-learn).

5. Privacy, Security, and Regulatory Compliance
5.1 Data Protection (GDPR & HIPAA)
GDPR Compliance:

Lawful Basis: Explicit consent (Article 6.1.a), contract (Article 6.1.b
if incentivized participation), and legitimate interest (Article 6.1.f) for
research purposes.

Data Minimization: Only collect data necessary for study objectives.
Right to Access: Participants can download their data in FHIR format
(machine-readable, portable).

Right to Erasure: On revocation, off-chain data deleted within 30 days;
blockchain metadata retained (immutable audit trail) but participant ID
pseudonymized.

Right to Portability: Provide full FHIR export to participant or third-
party institution.

Data Processing Agreement: If using third-party cloud or blockchain
infrastructure, DPA signed (e.g., AWS BAA, Cloudflare DPA).

HIPAA Compliance (if applicable; US-based participants):

Business Associate Agreement (BAA): All service providers (cloud,
EDC, blockchain infrastructure) sign BAA.

Minimum Necessary: Access controls limit data exposure to authorized
personnel only.

Audit Controls: Electronic audit trail of all data access, modification,
deletion (required for HIPAA §164.312(b)).

Encryption: AES-256 at rest, TLS 1.3 in transit (required for HIPAA
§164.312(a)(2)(i)).

De-identification: Participant IDs pseudonymized; true IDs stored in
separate secure table accessible only to enrollment coordinator.

Encryption Key Management:

Master encryption keys stored in hardware security module (HSM) or
AWS Key Management Service (KMS).

Key rotation every 90 days.

Separate keys per participant; loss of one key does not compromise others.
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5.2 Smart Contract Compliance Automation
Consent Smart Contract (pseudocode):

contract ConsentManagement {
mapping(bytes32 => ConsentRecord) consentRegistry;

struct ConsentRecord {
bytes32 participantId;
bytes32 consentDocHash;
uint256 signedTimestamp;
uint256 expiryTimestamp;
bool isRevoked;
mapping(string => bool) scopePermissions; // "dataCollection", "insurance", "resear

}

function grantConsent (
bytes32 participantld,
bytes32 consentDocHash,
uint256 validityDays,
string[] calldata scopes
) external onlyEnroller returns (bool) {
require(!consentRegistry[participantId].isRevoked, "Revoked consent");

ConsentRecord storage record = consentRegistry[participantId];
record.participantId = participantld;

record.consentDocHash = consentDocHash;

record.signedTimestamp = block.timestamp;

record.expiryTimestamp = block.timestamp + (validityDays * 1 days);

for (uint i = 0; i < scopes.length; i++) {
record.scopePermissions[scopes[i]] = true;

}

emit ConsentGranted(participantId, consentDocHash, block.timestamp) ;
return true;

}

function revokeConsent(bytes32 participantId) external returns (bool) {
consentRegistry[participantId] .isRevoked = true;
emit ConsentRevoked(participantId, block.timestamp) ;
return true;

}

function canAccess(bytes32 participantId, string calldata scope) external view returns
ConsentRecord storage record = consentRegistry[participantId];
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return !record.isRevoked && block.timestamp <= record.expiryTimestamp && record.scoj

5.3 Blockchain Security & Infrastructure
Blockchain Choice:

o Primary Recommendation: Base (OP Stack L2 on Ethereum) for cost-
efficiency and established EVM security.

e Alternatives: FEthereum mainnet (highest security), Solana (higher
throughput but newer), or private Hyperledger Fabric (for institutional
consortiums).

Node Operators:

o Lab operates at least 1 full node for redundancy and validation.
« Data pushed to blockchain only via authorized oracle (Chainlink or cus-
tom) to prevent spam/DoS.

Rate Limiting & Cost Control:

e Batch consent logs every 24h to reduce on-chain transaction costs.
e Proof of Health attestations logged weekly, not per-datapoint.
o Estimated monthly on-chain cost: $50-200 (depending on blockchain).

Fallback & Disaster Recovery:

e Off-chain encrypted backup of all smart contract state in AWS S3 +
Glacier.

¢ Blockchain serves as immutable audit log; loss of blockchain does not lose
clinical data (stored off-chain).

5.4 Regulatory Submissions
Pre-IND Meeting (if seeking FDA approval for clinical trial):
1. Provide FDA with:

o Study protocol (Section 4).

o Endpoint definitions and statistical analysis plan (Section 4.5).
o Safety assessment plan.

o Institutional compliance (privacy, security, DPA).

2. FDA feedback expected on:

o Primary endpoint suitability (PoH metric may be considered
“biomarker” requiring validation).

o Remote data collection reliability (wearable metrics as primary end-
points).

o Decentralized trial oversight (IRB, remote monitoring, data
integrity).
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IND Application (if moving to Phase 2b/3 interventional trial):

e Standard FDA IND form (1571) with expanded CMC and safety data.
e PoH metric validation data (analytical validity, clinical validity, clinical
utility).
PMCF (Post-Market Clinical Follow-up) (if commercializing PoH as In
Vitro Diagnostic):

o Continued registry of PoH performance in real-world populations.
o Periodic revalidation against gold standards (clinical labs, imaging, long-
term health outcomes).

6. Preliminary Results & Feasibility Data
6.1 Pilot Data (N=5 Early Adopters, Weeks 0—4)
Recruitment & Retention:

o Screened: 8 candidates (family, extended team).

o Enrolled: 5 (62.5% conversion; low power for estimates).

o Completed Week 4: 5/5 (100% retention at early timepoint).
e Mean age: 38.4 4+ 7.2 years; 3 female, 2 male.

Data Completeness:

o ¢PRO Completion: 4.8/5 visits mean (96% =+ 8%).

o Wearable Non-wear: Mean 2.1 + 1.3 days over 4 weeks ( 7% non-wear;
well below 20% target).

e Lab Data: 5/5 (100%) provided baseline labs (finger-prick).

PoH Score (Preliminary):

o Baseline PoH: 68.4 £+ 12.1 (range: 52-82).

o Week 4 PoH: 71.2 + 11.8 (range: 55-85).

o Week-to-week variability (CV): 4.2% + 2.1% (target: 20%; achieved).

e Change trajectory: 4 of 5 participants showed +1 to +4 point PoH im-
provement (mean +2.8 £ 1.9).

¢ 1 participant stable (no intervention, observational cohort).

Biomarker Changes (Baseline — Week 4):

Glucose Total Chol Activity
Participant (mg/dL) (mg/dL) HRV (ms) (min/wk)
P1 98 — 92 215 — 201 42 — 48 245 — 310
P2 102 — 99 198 — 195 35 —+ 39 180 — 220
P3 91 — 89 185 — 181 61 — 64 420 — 450
P4 105 — 101 228 — 215 28 — 32 120 — 155
P5 93 — 94 201 — 203 51 — 49 380 — 375
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Glucose Total Chol Activity

Participant (mg/dL) (mg/dL) HRV (ms) (min/wk)
Mean 98.0 — 95.0 2054 — 43.4 — 46.4 269 — 302
199.0

Interpretation: Early favorable biomarker trends (glucose |, cholesterol |, HRV
T, activity 1), consistent with expected effect of lifestyle monitoring + behavior
change readiness.

Smart Contract & Blockchain Performance:

e 5 consent contracts deployed; 100% successful.

e 20 PoH attestations logged to Base testnet; avg. gas cost: 12,500 units
(~$0.02 per attestation at current pricing).

¢ Consensus achieved in <30 seconds per block.

e Zero smart contract execution errors.

Safety & Tolerability:

¢ 0 AEs or SAEs reported.

o 1 wearable skin irritation (resolved with skin barrier cream; minor, re-
solved).

e 5/5 rated telemedicine visits as “very helpful” or “helpful” (likert: 1-5;
mean 4.6).

User Experience (mHealth App):

o System Usability Scale (SUS) scores: 82, 78, 85, 76, 80 (mean 80.2; target
70 met).

o Most-used features: Wearable sync, activity log, biomarker trends (visual
dashboard).

o Feature requests: Better food logging Ul, integration with popular fitness
apps (Strava, MyFitnessPal).

6.2 Interpretation
Preliminary N=5 pilot data suggest:

1. Feasibility: Recruitment and retention promising; ePRO /wearable com-
pletion rates exceed target.

2. Data Quality: Low non-wear, high compliance, week-to-week PoH sta-

bility achieved.

Signal: Early biomarker and PoH trends favor longitudinal monitoring.

4. Technical: Smart contracts functional; blockchain logging reliable and
cheap.

5.  Generalizability: N=5 insufficient for efficacy claims; cannot exclude
selection bias (early adopters).

©w
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Next Steps: Scale to N=20-30 per cohort to establish feasibility confidence
intervals.

7. Discussion

7.1 Significance & Novelty

The Proof of Health architecture addresses a critical gap in modern clinical re-
search: enabling longitudinal, real-world health data collection while preserving
privacy and participant autonomy. Key innovations:

1.

Decentralized Trial Infrastructure: Combines remote patient moni-
toring, telemedicine, and ePROs—increasingly standard in DCTs—with
blockchain-based consent and smart contract compliance automation.
This is novel at scale.

Privacy-Preserving Verification: Uses cryptographic attestations and
optional ZKPs to allow insurers, employers, and researchers to verify
health status without accessing raw medical data. Prior work (MedRec,
etc.) proposed this; we operationalize it for real trials.

Standardized Health Primitive: The “Proof of Health” metric (PoH),
while preliminary, provides a concrete, versioned endpoint for commer-
cial and research use. Comparable to “Bitcoin as money” (protocol-level
primitive) rather than “stablecoin” (application-layer token).

. FHIR Interoperability: Explicitly designed for HL.7 FHIR compliance,

enabling integration with existing clinical workflows (EHR, insurance plat-
forms, research repositories).

. Participant-Centric Design: Participants retain cryptographic custody

of raw data; institutions gain trusted intelligence. Consent is granular,
revocable, and auditable in real-time.

7.2 Limitations

Technical Limitations:

1.

Blockchain Scalability: Current Ethereum L1 handles ~15 tx/sec; L2s
(Base, Optimism) handle ~4,000 tx/sec. For 100k+ participants, per-
participant logging becomes expensive/slow. Mitigation: Batch logging
(daily or weekly), use of state channels (faster off-chain verification).

. Oracle Problem: Smart contracts cannot directly access off-chain data

(encrypted participant records). Must use trusted oracle (e.g., Chainlink)
to push PoH calculations on-chain. Mitigation: Use threshold cryptog-
raphy (m-of-n trusted nodes attest to PoH validity) or ZKPs to reduce
oracle trust.

. Regulatory Uncertainty: FDA has not formally approved any wearable-

derived biomarkers as primary endpoints in Phase 3 trials. PoH metric
may be classified as “biomarker” requiring analytical + clinical validity
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studies. Mitigation: Use PoH as secondary/exploratory endpoint in
Phase 2a, then fund formal validation studies (SEQC or equivalent).

Methodological Limitations:

1. Selection Bias: Early adopters of decentralized trials may differ from
typical trial participants (higher tech literacy, health consciousness, socioe-
conomic status). Mitigation: Recruit diverse cohorts; stratify analysis
by demographics.

2. Non-Wear Bias: Wearable-derived metrics biased by non-wear and de-
vice loss. Mitigation: Use multiple sensors (phone accelerometer, smart-
watch, ring); impute missing data using sensitivity analyses.

3. Limited Intervention Testing: Pilot cohorts are observational or
low-intensity interventions. Effect sizes unknown. Mitigation: Conduct
power analysis for Phase 2b with defined intervention (e.g., 12-week
Mediterranean diet + exercise program).

Operational Limitations:

1. Privacy-Utility Trade-off: Strict encryption + limited cloud integra-
tion reduces interoperability with existing hospital IT systems. Miti-
gation: Implement secure multi-party computation (MPC) for privacy-
preserving analytics without full data exposure.

2. Cost & Maintenance: Smart contracts require ongoing audits, updates,
and maintenance. Initial setup ~$50k—150k; annual maintenance ~$10k.
Mitigation: Seek grant funding (NSF, NIH SBIR, EU Horizon) or part-
nership with EHR vendors.

3. Regulatory Approval Timeline: DCT guidance still evolving (FDA
2024 draft); PoH validation may require 2-3 years of data. Mitigation:
Start with high-evidence-bar use case (insurance risk, where regulatory
demand is greatest); publish interim results in DeSci/health informatics
venues.

7.3 Future Directions

1. Clinical Validation: Conduct prospective cohort study (N=200-500)
linking PoH trajectory to long-term health outcomes (hospitalizations,
mortality, disease incidence). 2-3 year follow-up.

2. Insurance Integration: Partner with health insurance company to test
PoH-based risk stratification and premium adjustment. RCT: 50% of
insureds offered PoH + incentivized behavior change vs. control. Measure
claim costs, engagement, participant satisfaction.

3. Biomarker Discovery: Use machine learning (elastic net, random forest,
neural networks) to identify which biomarker subsets drive PoH signal.
Identify novel wearable-derived features predictive of health outcomes.

4. Global Expansion: Scale to international cohorts (EU, Asia, Africa) to
validate PoH across diverse populations, healthcare systems, and regula-
tory contexts.
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5. Interoperability Standards: Propose FHIR IG (Implementation
Guide) for Proof of Health, submit to HL7 FHIR Working Group for
formal standardization.

6. ZKP Privacy Enhancement: Implement zkSNARK-based private PoH
calculation for highly sensitive use cases (genetic data, mental health con-
ditions).

7. AI-Assisted Personalization: Develop adaptive protocols: Al models
predict which lifestyle interventions (diet, exercise, sleep, stress reduction)
will maximize PoH for individual participant, based on baseline biomark-
ers, preferences, and adherence history.

8. Conclusion

The Proof of Health framework operationalizes a vision of health data that is
simultaneously:

¢ Longitudinal & High-Fidelity: Real-time, multimodal collection via
RPM, wearables, and ePROs, not episodic clinic snapshots.

¢ Privacy-Preserving: Participants own their data; institutions gain cryp-
tographically verified intelligence without access to raw records.

o Interoperable: FHIR-compliant data structures enable integration
across EHRs, insurance platforms, and research repositories.

e Participant-Centric: Consent is granular, revocable, and transparent;
participants see who accesses their data and when.

e Scalable & Affordable: Decentralized architecture reduces per-
participant cost vs. traditional site-based trials; blockchain logging is
cheap and auditable.

Preliminary pilot data (N=5, weeks 0—4) demonstrate proof-of-concept feasibil-
ity: high ePRO/wearable completion, stable PoH signal, favorable biomarker
trends, and functional smart contract infrastructure.

The next phase—scaling to N=20-50 per cohort across insurance, employment,
and DeSci use cases—will test retention, data quality, endpoint validity, and
participant willingness to engage. If successful, this framework could unlock a
new generation of health research and commerce: abundant, trusted, longitudi-
nal health data that benefits participants, institutions, and patients.
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Appendices

Appendix A: FHIR Resource Examples

[Full FHIR Observation, Condition, Goal resources with example JSON
payloads—omitted for brevity in this version]

Appendix B: Smart Contract ABI (Application Binary Interface)
[Solidity function signatures for ConsentManagement, ProofOfHealth, DataAc-
cess contracts]

Appendix C: Biomarker Optimal Ranges (by Age/Sex)

[Clinical reference ranges for glucose, lipids, hs-CRP, eGFR, etc., used in PoH
BM_ Score calculation]

Appendix D: ePRO Instrument Library

o SF-36 (Quality of Life)

o PSQI (Sleep Quality)

o VAS (Fatigue)

o PHQ-9 (Depression Screening)

Appendix E: Data Dictionary

[Complete variable definitions, units, valid ranges for all collected data points]

Document Version: 1.0 Date: 2025-12-20 Status: Research Protocol (Pre-
IND) Corresponding Author: Adrian, Table d’Adrian Lab

This research protocol integrates evidence-based methodologies from clinical trials
(ICH-GCP, FDA guidance), health informatics (FHIR, HL7), and decentralized
technology (blockchain, smart contracts, cryptography) to propose a nowvel in-
frastructure for health research that balances scientific rigor with participant
autonomy and privacy.
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