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Abstract
The integration of Large Language Models (LLMs) into production systems presents new 

challenges for operational resilience. Their non-deterministic nature, reliance on complex 

data pipelines, and dependence on external APIs introduce unpredictable failure modes. 

Traditional reactive reliability methods are insufficient for these challenges. This paper 

introduces the AI Chaos Injection Framework (ACIF), a methodology for applying chaos 

engineering to LLM deployments. The ACIF offers a structured, proactive approach to 

identify and mitigate resilience risks before they cause production outages. By injecting 

failures like API timeouts, data corruption, and model performance degradation, the 

framework helps organizations build more robust and reliable AI systems. This paper 

presents the ACIF's core principles and components, offers implementation guidance, and 

discusses its potential to shift AI engineering from reactive to proactive resilience. Adopting 

the ACIF can significantly improve the reliability and trustworthiness of AI-powered 

services, a critical factor for their successful adoption.

1. Introduction
The advent of powerful Large Language Models (LLMs) has transformed the artificial 

intelligence landscape. These models are now integrated into various production systems, 

including customer service chatbots, content generation platforms, and decision-making 

support tools. The capabilities of LLMs are vast, but so are the challenges associated with 

their deployment and operation. The very nature of these models, characterized by their 

non-determinism and their training on vast and often opaque datasets, introduces a level of 

unpredictability that is uncommon in traditional software systems 1 .

This unpredictability creates a significant resilience gap in many AI-powered applications. 

While software engineering has mature practices for ensuring the reliability of distributed 

systems, they are not always directly applicable to the unique failure modes of LLM 

deployments. For instance, an LLM’s performance can degrade in subtle ways that are 

difficult to detect with traditional monitoring. The models can be sensitive to unexpected 

user inputs, and their dependence on external APIs and complex data pipelines creates a 

large surface for potential failures. These factors, combined with high expectations for the 



availability and performance of AI-powered services, make it imperative to develop new 

approaches to ensure the resilience of these systems.

Chaos engineering is a powerful discipline for improving the resilience of large-scale 

distributed systems 2 . By proactively injecting failures into a system in a controlled 

environment, chaos engineering allows engineers to identify and address weaknesses 

before they become production outages. This approach has been adopted by many leading 

technology companies to build highly resilient and available services. However, applying 

chaos engineering to AI, and specifically to LLM deployments, is still in its infancy.

This paper introduces the AI Chaos Injection Framework (ACIF), a practical framework for 

applying chaos engineering to LLM-based systems. The ACIF provides a systematic 

methodology for identifying potential failure modes in LLM deployments, designing and 

executing chaos experiments to test the system’s response to these failures, and using the 

results to improve the system’s resilience. The key contribution of this paper is a tool-

agnostic framework adaptable to various LLM architectures and deployment environments. 

The ACIF represents a significant and original contribution to AI engineering, offering a path 

towards building more robust, reliable, and trustworthy AI systems.

This paper is structured as follows. Section 2 reviews related work in chaos engineering, AI 

resilience, and LLM evaluation. Section 3 presents the ACIF in detail, outlining its core 

principles, components, and workflow. Section 4 offers practical guidance for 

implementing the ACIF, including a case study. Section 5 discusses the evaluation of the 

framework and its implications. Finally, Section 6 concludes the paper with a summary of 

its key contributions and a call to action for the AI community.

2. Related Work
The ACIF is at the intersection of several research and practice fields. This section reviews 

the literature in chaos engineering, AI resilience, and LLM evaluation, identifying the 

research gap the ACIF addresses.

2.1. Foundations of Chaos Engineering

Chaos engineering principles were first articulated by Netflix engineers to maintain the 

reliability of their large-scale microservices architecture 2 . The core idea is to treat the 

system as a black box and subject it to controlled experiments simulating real-world 

failures. By observing the system’s response, engineers can identify and fix vulnerabilities 

before they cause production outages. The foundational principles include hypothesizing 

about steady-state behavior, varying real-world events, running experiments in production, 

automating experiments, and minimizing the blast radius 3 .

Since its inception, chaos engineering has been widely adopted, leading to a rich ecosystem 

of open-source and commercial tools for chaos experiments. These tools inject various 



failures, including network latency, packet loss, CPU starvation, and disk failure. Chaos 

engineering is highly effective at improving the resilience of distributed systems and is now 

a best practice for organizations with critical, large-scale software systems.

2.2. Resilience in AI and Machine Learning

Resilience is a growing topic in AI and machine learning. Much research has focused on 

model robustness to adversarial examples, which are intentionally perturbed inputs that 

cause incorrect predictions 4 . Significant work has been dedicated to developing more 

robust models and effective defenses against adversarial attacks. However, AI resilience 

extends beyond the model to the entire system.

Recently, researchers have explored AI safety, which ensures AI systems are safe, reliable, 

and aligned with human values 5 . This includes addressing the risks of the non-

deterministic and unpredictable behavior of advanced AI systems. AI safety has identified 

potential failure modes like reward hacking, distributional shift, and unintended 

capabilities. While this research has raised awareness of the challenges in building safe and 

reliable AI systems, it has not yet produced a practical framework for proactively testing 

and improving their resilience in production.

2.3. Evaluation of Large Language Models

The rapid development of LLMs has been accompanied by efforts to develop effective 

evaluation methods. Various benchmarks have been proposed to assess LLM performance 

on tasks like question answering, text summarization, code generation, and common-sense 

reasoning 6 . In addition to performance benchmarks, there is growing interest in 

evaluating LLM robustness to various perturbations.

This includes testing sensitivity to paraphrasing, typos, and other input variations, as well 

as vulnerability to adversarial attacks. Some researchers have explored “red teaming” to 

identify and mitigate the risks of malicious LLM use 7 . Red teaming involves experts 

attempting to find and exploit model vulnerabilities. While these evaluation methods are 

valuable for understanding LLM limitations, they are often ad-hoc and do not provide a 

systematic framework for continuously testing and improving the resilience of LLM 

deployments in production.

2.4. Identifying the Research Gap

A review of related work reveals a research gap. While chaos engineering is effective for 

improving the resilience of traditional software systems, its application to AI, and 

specifically to LLM deployments, is in its early stages. Existing AI resilience research has 

focused on model robustness rather than the resilience of the entire system. And while 

much work has been done on evaluating LLM performance and robustness, it has not yet 



produced a systematic framework for proactively and continuously testing the resilience of 

LLM deployments in production.

The ACIF is designed to fill this gap. By adapting chaos engineering principles to the unique 

challenges of LLM deployments, the ACIF provides a practical and systematic methodology 

for identifying and mitigating resilience risks in AI-powered systems. The framework is tool-

agnostic and applicable to various LLM architectures and deployment environments. In 

doing so, the ACIF represents a significant and original contribution to AI engineering, 

offering a path towards building more robust, reliable, and trustworthy AI systems.

3. The AI Chaos Injection Framework (ACIF)
The ACIF is a systematic and proactive methodology for improving the resilience of AI 

systems, particularly those with LLMs. The framework adapts chaos engineering principles 

to the unique characteristics and failure modes of LLM deployments. It provides a 

structured approach for organizations to move from a reactive to a proactive stance on 

resilience, letting them identify and mitigate weaknesses before they impact users. This 

section details the ACIF's core principles, components, and workflow.

3.1. Core Principles of ACIF

The ACIF is founded on core principles that guide applying chaos engineering to LLM-based 

systems. These principles ensure that chaos experiments are safe, controlled, and effective.

• Hypothesize about Steady State: Before injecting failures, it is essential to define a 

measurable, steady-state behavior for the system. This steady state represents the 

system's normal, healthy operation. For an LLM-based system, this could include 

metrics like API response latency, model output accuracy, or successful user interaction 

rate. A chaos experiment's hypothesis is that the system will maintain its steady state, 

even with a failure.

• Proactively Inject Failures: The ACIF advocates for proactively and intentionally 

injecting failures into the system. This contrasts with traditional testing methods that 

often focus on verifying expected behavior. By simulating real-world failure conditions 

like API timeouts, data corruption, or infrastructure outages, organizations can better 

understand their system's resilience.

• Monitor for Deviations: During a chaos experiment, the system is monitored for 

deviations from the hypothesized steady state. This requires a robust observability 

platform to collect and analyze various metrics, including system-level, application-

level, and model-specific metrics. Any deviation from the steady state is a weakness 

that needs to be addressed.



• Automate Experiments for Continuous Validation: To be effective, chaos experiments 

should be automated and run continuously. This ensures the system's resilience is 

continuously validated as it evolves. Automation also reduces the manual effort for 

chaos experiments, making it possible to run them at scale.

• Minimize Blast Radius: A critical ACIF principle is to minimize the blast radius of chaos 

experiments. This means experiments should have the smallest possible impact on the 

system and its users. This can be achieved by running experiments in a pre-production 

environment, targeting a small subset of users, or using feature flags to control the 

experiment's scope.

3.2. Components of the ACIF

The ACIF has several key components that work together to enable the systematic 

application of chaos engineering to LLM deployments.

• System Modeling: The first step in implementing the ACIF is to create a model of the 

LLM-based system. This model should identify all system components, including the 

LLM, its data pipelines, the APIs it consumes, and its infrastructure. The model should 

also map the dependencies between these components. This system model is a 

blueprint for designing and executing chaos experiments.

• Failure Library: The ACIF includes a comprehensive Failure Library, a taxonomy of 

potential failures in LLM deployments. This library is a living document that is 

continuously updated as new failure modes are discovered. The Failure Library is 

organized into several categories:

• Model-Specific Failures: These are failures that are specific to the LLM itself, such 

as a sudden degradation in model performance, the generation of biased or harmful 

content, or a failure to respond to certain types of prompts.

• Data Pipeline Failures: These are failures in the data pipelines that feed the LLM, 

such as data corruption, data loss, or a delay in data delivery.

• API Failures: These are failures in the external APIs that the LLM relies on, such as 

an API timeout, an API error, or a change in the API's contract.

• Infrastructure Failures: These are failures in the underlying infrastructure on which 

the LLM is deployed, such as a server crash, a network partition, or a storage failure.

• Experiment Engine: The Experiment Engine is the core of the ACIF. It is responsible for 

injecting the failures from the Failure Library into the target system, monitoring the 

system's behavior, and collecting data. The Experiment Engine can be implemented 

using a variety of open-source and commercial chaos engineering tools.

• Analysis and Reporting Dashboard: The Analysis and Reporting Dashboard is a tool 

for visualizing the results of chaos experiments and for tracking the system's resilience 



over time. The dashboard should provide a clear and concise overview of the system's 

performance during each experiment, and it should highlight any deviations from the 

hypothesized steady state. The dashboard should also provide a historical view of the 

system's resilience, allowing organizations to track their progress in improving the 

system's robustness.

3.3. The ACIF Workflow

The ACIF workflow is a five-phase process for designing, executing, and analyzing chaos 

experiments.

• Phase 1: Planning: The first phase of the workflow is to plan the chaos experiment. 

This involves defining the scope of the experiment, formulating a hypothesis about the 

system's steady-state behavior, and selecting a failure to inject from the Failure Library. 

The planning phase is critical for ensuring that the experiment is conducted in a safe 

and controlled manner.

• Phase 2: Execution: The second phase is to execute the chaos experiment. This 

involves using the Experiment Engine to inject the selected failure into the target 

system. The execution phase should be automated to the greatest extent possible.

• Phase 3: Measurement: During the execution of the experiment, the system's behavior 

is closely monitored, and key performance indicators are collected. This includes both 

system-level metrics and application-level metrics. The goal of the measurement phase 

is to collect the data that is needed to validate or refute the experiment's hypothesis.

• Phase 4: Analysis: In the analysis phase, the data that was collected during the 

measurement phase is analyzed to identify any weaknesses or vulnerabilities in the 

system. If the system deviated from its hypothesized steady state, the analysis should 

focus on identifying the root cause of the deviation.

• Phase 5: Remediation: The final phase of the workflow is to remediate any weaknesses 

that were identified during the analysis phase. This may involve fixing bugs in the code, 

improving the system's monitoring and alerting, or adding new resilience mechanisms 

to the system. The remediation phase is critical for ensuring that the system's resilience 

is continuously improved over time.

4. Implementation Guidance
The ACIF is designed to be a practical and adaptable methodology that can be 

implemented in a variety of organizational contexts. This section provides guidance for 

putting the ACIF into practice, including a discussion of its tool-agnostic nature, a step-by-

step guide for getting started, a case study to illustrate its application, and a set of best 

practices for conducting chaos engineering experiments on AI systems.



4.1. Tool-Agnostic Approach

A key feature of the ACIF is its tool-agnostic design. The framework does not prescribe the 

use of any particular tool or technology. Instead, it provides a conceptual blueprint that can 

be implemented using a wide range of open-source and commercial tools. This flexibility 

allows organizations to leverage their existing investments in monitoring, observability, and 

automation tools. For example, the Experiment Engine can be built using popular chaos 

engineering tools such as Chaos Mesh, Litmus, or Gremlin. Similarly, the Analysis and 

Reporting Dashboard can be implemented using a variety of data visualization and 

business intelligence tools, such as Grafana, Kibana, or Tableau.

The tool-agnostic nature of the ACIF is particularly important in the rapidly evolving 

landscape of AI and MLOps. As new tools and technologies emerge, the ACIF can be 

adapted to incorporate them. This ensures that the framework remains relevant and useful 

over the long term.

4.2. Getting Started with ACIF

For organizations that are new to chaos engineering, the prospect of intentionally injecting 

failures into their systems can be daunting. The ACIF provides a structured and incremental 

approach for getting started. The following is a step-by-step guide for implementing the 

ACIF:

1. Start Small: Begin by applying the ACIF to a non-critical system in a pre-production 

environment. This will allow the team to gain experience with the framework and to 

build confidence in its ability to improve resilience.

2. Form a Cross-Functional Team: Assemble a cross-functional team that includes 

software engineers, data scientists, and operations engineers. This team will be 

responsible for designing, executing, and analyzing chaos experiments.

3. Build a System Model: The first task of the team should be to build a model of the 

target system. This model should identify all of the system's components and their 

dependencies.

4. Populate the Failure Library: With the system model in hand, the team can begin to 

populate the Failure Library with a list of potential failures. The team should brainstorm 

a list of potential failures for each component of the system.

5. Run Your First Experiment: Select a simple failure from the Failure Library and design 

a chaos experiment to test the system's response to it. The first experiment should have 

a small blast radius and should be closely monitored.

6. Automate and Expand: Once the team has gained experience with running manual 

chaos experiments, it can begin to automate them. The team can also begin to expand 

the scope of the experiments to include more complex failures and a larger blast radius.



4.3. Case Study: Hypothetical E-commerce Chatbot

To illustrate the application of the ACIF, consider the case of a hypothetical e-commerce 

company that has deployed an LLM-powered chatbot to assist customers with their 

product inquiries. The chatbot is a critical component of the company's customer service 

strategy, and its availability and performance are of paramount importance.

The company decides to use the ACIF to improve the resilience of its chatbot. The team 

begins by modeling the chatbot system, which includes the chatbot itself, the LLM that 

powers it, the product catalog API that it queries, and the infrastructure on which it is 

deployed. The team then populates the Failure Library with a list of potential failures, 

including a failure of the LLM API.

The team decides to run a chaos experiment to test the chatbot's response to a failure of 

the LLM API. The hypothesis of the experiment is that the chatbot will gracefully degrade its 

functionality in the event of an LLM API failure, and that it will provide a helpful message to 

the user. The team uses the Experiment Engine to inject a failure that causes the LLM API to 

return an error. The team then monitors the chatbot's behavior and observes that it does 

not handle the error gracefully. Instead, it simply hangs, providing no response to the user.

The team analyzes the results of the experiment and identifies a bug in the chatbot's code. 

The team then fixes the bug and reruns the experiment. This time, the chatbot handles the 

error gracefully, providing a helpful message to the user and offering to connect them with 

a human agent. The team then automates the experiment to run continuously, ensuring 

that the chatbot's resilience to LLM API failures is continuously validated.

4.4. Best Practices for AI Chaos Engineering

Based on the experience of applying the ACIF to a variety of AI systems, we have identified a 

set of best practices for conducting chaos engineering experiments on AI systems:

• Embrace a Culture of Resilience: Chaos engineering is not just a technical practice; it is 

also a cultural practice. To be successful with chaos engineering, organizations need to 

embrace a culture of resilience, in which everyone is responsible for the reliability of the 

system.

• Collaborate Closely with Data Scientists: Data scientists have a deep understanding 

of the behavior of machine learning models, and they can provide valuable insights into 

the design of chaos experiments.

• Focus on the User Experience: The ultimate goal of chaos engineering is to improve 

the user experience. When designing chaos experiments, it is important to focus on the 

impact of failures on the user.



• Share Your Findings: The results of chaos experiments should be shared widely within 

the organization. This will help to raise awareness of the importance of resilience and to 

foster a culture of continuous improvement.

5. Evaluation and Discussion
The ACIF provides a structured and systematic approach to improving the resilience of LLM-

based systems. The evaluation of the framework, however, extends beyond the technical 

implementation of chaos experiments to include a broader discussion of its impact on the 

organization and the field of AI engineering. This section discusses the measurement of 

resilience, the benefits of adopting the ACIF, the challenges and limitations of the 

framework, and future directions for research.

5.1. Measuring Resilience

One of the key challenges in implementing the ACIF is the measurement of resilience. 

Resilience is not a binary property; it is a spectrum. A system can be more or less resilient, 

and its resilience can change over time. To effectively manage and improve resilience, it is 

essential to have a set of metrics for quantifying it. The ACIF advocates for a multi-faceted 

approach to measuring resilience, which includes both technical and business metrics.

Technical metrics for resilience can include the mean time to detection (MTTD) of a failure, 

the mean time to recovery (MTTR) from a failure, and the error rate of the system during a 

failure. These metrics can be collected and tracked over time to provide a quantitative 

measure of the system's resilience. For LLM-based systems, it is also important to track 

model-specific metrics, such as the accuracy of the model's outputs, the latency of its 

responses, and the rate at which it generates harmful or biased content.

Business metrics for resilience can include the impact of failures on key performance 

indicators (KPIs), such as customer satisfaction, user engagement, and revenue. These 

metrics can help to justify the investment in resilience engineering and to demonstrate the 

value of the ACIF to the business. By tracking both technical and business metrics, 

organizations can gain a holistic view of their system's resilience and make more informed 

decisions about where to invest their resources.

5.2. Benefits of the ACIF

The adoption of the ACIF can provide a number of significant benefits to organizations that 

are deploying LLM-based systems. The most obvious benefit is an increase in system 

reliability and a reduction in downtime. By proactively identifying and mitigating 

weaknesses, the ACIF can help to prevent production outages and to ensure that AI-

powered services are available and performant when users need them.



In addition to improving reliability, the ACIF can also help to improve customer trust. In the 

age of AI, trust is a critical currency. Users are more likely to trust and to use AI-powered 

services that are reliable and that behave in a predictable manner. By demonstrating a 

commitment to resilience, organizations can build trust with their users and differentiate 

themselves from their competitors.

Finally, the ACIF can help to foster a culture of resilience within the organization. By making 

everyone responsible for the reliability of the system, the ACIF can help to break down silos 

and to encourage collaboration between software engineers, data scientists, and 

operations engineers. This can lead to a more proactive and a more effective approach to 

managing the risks associated with AI.

5.3. Challenges and Limitations

While the ACIF offers a powerful methodology for improving the resilience of LLM-based 

systems, it is not without its challenges and limitations. One of the biggest challenges is the 

difficulty of simulating certain types of failures. For example, it can be difficult to simulate a 

subtle degradation in model performance or the generation of a specific type of harmful 

content. This is an active area of research, and new techniques for simulating these types of 

failures are constantly being developed.

Another challenge is the need for specialized expertise. To be successful with the ACIF, 

organizations need to have a team of engineers who are skilled in chaos engineering, AI, 

and MLOps. This can be a significant barrier for smaller organizations or for organizations 

that are new to AI.

Finally, it is important to acknowledge that the ACIF is not a silver bullet. It is a tool, and like 

any tool, it can be misused. If chaos experiments are not designed and executed carefully, 

they can have a negative impact on the system and its users. It is therefore essential to 

follow the principles of the ACIF and to start small, with a limited blast radius.

5.4. Future Directions

The application of chaos engineering to LLM deployments is a new and rapidly evolving 

field. There are a number of promising avenues for future research. One area of research is 

the development of more sophisticated failure injection techniques. This includes 

developing techniques for simulating a wider range of model-specific failures, such as the 

generation of biased or harmful content.

Another area of research is the application of the ACIF to other types of AI systems. While 

the ACIF was designed specifically for LLM-based systems, its principles and components 

can be adapted to other types of AI systems, such as computer vision systems and 

reinforcement learning systems.



Finally, there is a need for more research on the human factors of chaos engineering. This 

includes research on how to build a culture of resilience, how to effectively communicate 

the results of chaos experiments, and how to use chaos engineering to improve the skills 

and knowledge of the engineering team. By addressing these research questions, we can 

further advance the practice of AI engineering and build more robust, reliable, and 

trustworthy AI systems.

6. Conclusion
The increasing integration of Large Language Models into production systems has 

introduced a new frontier of challenges in ensuring operational resilience. The inherent 

non-determinism, complexity, and dependency of these models on external factors create a 

landscape of unpredictable failure modes that traditional reliability practices are ill-

equipped to handle. This paper has argued for a paradigm shift from reactive to proactive 

resilience engineering for AI systems and has introduced the AI Chaos Injection Framework 

(ACIF) as a practical and systematic methodology for achieving this shift.

The ACIF adapts the proven principles of chaos engineering to the unique context of LLM 

deployments. It provides a structured approach for identifying potential weaknesses, 

designing and executing controlled experiments to test for these weaknesses, and using the 

results to build more robust and reliable systems. The framework is designed to be tool-

agnostic and adaptable, allowing organizations to integrate it into their existing MLOps 

pipelines and to evolve it as the field of AI engineering continues to mature.

The key contribution of this paper is the formalization of a comprehensive framework for 

applying chaos engineering to LLM-based systems. By providing a clear set of principles, 

components, and a workflow, the ACIF offers a practical path for organizations to begin 

their journey towards proactive AI resilience. The implementation guidance and case study 

presented in this paper are intended to provide a starting point for this journey, and the 

discussion of the benefits, challenges, and future directions of the framework is intended to 

stimulate further research and innovation in this critical area.

Ultimately, the goal of the ACIF is to help build a future in which AI-powered services are not 

only powerful and intelligent but also reliable and trustworthy. This is a future that will 

require a fundamental change in how we think about and practice AI engineering. It will 

require a commitment to a culture of resilience, a willingness to embrace failure as a 

learning opportunity, and a dedication to the continuous improvement of our systems. The 

AI Chaos Injection Framework is a step in this direction, and we call upon the AI community 

to join us in building this future.
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