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Abstract—Radio frequency (RF) fingerprinting techniques
have been used as an extra security layer for wireless devices.
Unique fingerprints are used to identify wireless devices in order
to avoid spoofing or impersonating attacks. These unique fea-
tures can be extracted from imperfections of analog components
during the manufacturing. This paper presents a general review
of recent progress on RF fingerprinting techniques. Several stud-
ies are investigated for RF fingerprinting using different parts
of a signal. The majority of these studies have been focused on
the transient part of the signal. For this purpose, the transient
signal must be extracted precisely. A number of common tech-
niques of transient extraction are theoretically analyzed in this
review. Then, some other approaches using the modulated part
of the signal are also discussed. For all these approaches, the
applied methodologies, the classification algorithms and a taxon-
omy of features are described. A comprehensive overview of the
methods in RF fingerprinting is presented to demonstrate the
state-of-the-art works.

Index Terms—Radio frequency, PHY layer security, transient-
based fingerprinting, steady-state based, transient detection.

I. INTRODUCTION

IRELESS devices are traditionally identified by some
W unique RF fingerprints caused by radio circuitry. There
are several forms of attacks for the wireless network; an
impersonation attack is one of the most important and
threatening [1]. In this kind of attack, an attacker can copy
most of the identification information like the password and
Media Access Control (MAC) address to spoof devices [2].
The radio frequency fingerprinting (RFF) from the unique fea-
tures of electromagnetic waves emitted by the transmitter is
unique [3]-[5].

In this review, we focus on methods that identify wire-
less devices by unique fingerprints that are called physical
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layer device identification. Physical layer identification is the
process of fingerprinting the wireless device by extracting fea-
tures due to hardware imperfections in the analog circuitry [6].
These hardware imperfections appear during the manufac-
turing process. Physical layer device identification has been
used for different purposes like intrusion detection [7]-[9],
access control [3], [10], cloning detection [11], [12] and
secure localization [13]. The most important merit of using
physical imperfection as a signature for identification is that
it is hard to spoof the signature by using other wireless
devices [14]-[16]. Wireless platforms for device identifica-
tion using physical layer include HF RFID transponders,
UHF RFID transponders [17], VHF transmitters and IEEE
802.11 transceivers [18], [19].

The main stages of wireless device identification system
based on RF fingerprinting are capturing signals, feature
extraction, and classification. After capturing signals, it is nec-
essary to extract unique features from different parts of the
signal. RF feature extraction is a serious concern in related
works. RF fingerprinting based on the steady-state part of sig-
nal extracts features from the modulated part of the signal and
can exploit prior information about the known signals [20]. On
the other hand, transient based RF fingerprinting extracts fin-
gerprints from the transient part of signals. The essential part
of transient based approaches is to detect the transient signal
correctly.

The transient signal is generated from the change of the
transmitter’s status [21]. The challenge of transient detection
is to find the exact position of the start point of the signal from
channel noise. This survey investigates common techniques for
transient extraction and their advantages and disadvantages in
detail.

The most challenging work in practical deployment of RF
fingerprinting is to use low-end devices instead of high-end
devices. Researchers consider different aspects of this research
such as: 1) analysis and discussion of the practical limits that
low-end devices have for RFF, 2) understanding the effects of
channel impairments on the classification efficiency [22].

The main goal of this paper is to provide a comprehensive
review of radio frequency fingerprinting systems and meth-
ods. In this paper we discuss in depth classifications of radio
frequency fingerprinting especially transient based algorithms.
We also discuss important methods of transient extraction.

The rest of the paper is organized as follows: Section II pro-
vides a background of physical layer security and how physical
layer identification systems work. In Section III, we classify
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RF fingerprinting methods and analyse both transient-based
and steady state-based RFF algorithms. We also present other
approaches that do not fit into those categories. In Section IV,
we discuss features that are useful for both categories of RFF
techniques. Finally, we present a classification methodology
for transmitter identification in Section V and conclude the
article in Section VI.

II. PHYSICAL LAYER SECURITY

Physical layer security is a new paradigm for securing
the identity of wireless devices based on the unique features
extracted from signals emitted by wireless devices [23], [24].
The uniqueness of features arises from analog element imper-
fections created in the manufacturing process [25]. Physical
layer security that uses these unique features is known as
Radio Frequency (RF) fingerprinting [26]. Transmitter imper-
fections that produce RF fingerprints are originated from
its analog elements (phase noise, digital-to-analog convert-
ers, band-pass filters, frequency mixers, and power ampli-
fiers) [12]. Fig. 1 shows physical imperfections of transceivers
elements.

A physical layer identification system has three main tasks:
1) capture the identification signal, 2) extract proper features
and 3) create fingerprints from captured signals and classify
and identify fingerprints. A physical layer device identification
system has two main modules: one for creating a library of
enrolled devices and another for identification. Initially, signals
are captured from a device or set of devices with different
or same models and manufacturers [27]. Then the extracted
features of RF fingerprints are, stored in a library as a database.
In the second module, fingerprints extracted from a device are
compared with the library of fingerprints in order to identify
or verify the device.

As mentioned, fingerprints are sets of features that are
extracted from the captured signal to identify and verify
devices [28]. To achieve a high accuracy identification, the
fingerprints need to have properties such as:

1) Universality, which means that every wireless device
should have the features that are used for its identifi-
cation;

2) Uniqueness, which indicates that no two devices should
have the same fingerprints.

3) Permanence, which means that the fingerprints should
be time-invariant and environment invariant.
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4) Collectability, which indicates that it should be possible
to measure the fingerprints quantitively and with existing
equipment.

5) Robustness, which means that the fingerprints should be
evaluated with respect to external environmental aspects
like signal reflection, absorption, etc. and device-related
aspects like temperature, power, and voltage level.

III. CLASSIFICATION OF RF FINGERPRINTING

RF fingerprinting is a well-known technique used to iden-
tify wireless devices by extracting unique structures in the
electromagnetic waves emitted from the transmitters. In the
past few years, many RF fingerprinting methods have been
explored in commercial areas [24], [29]-[32]. For example,
in the ADS-B system used in Air Traffic Control, RF finger-
printing techniques used to identify/classify aircraft [33]. Also,
other wireless devices signal such as Bluetooth [34], [35],
push-to-talk transmitters [29], RFID [5], [36], [37] are used to
evaluate RF fingerprinting methods. According to [10], every
transmitter has a unique RF fingerprint that this uniqueness
arises from imperfections in analog components during the
manufacturing process. The main step in RF fingerprinting is
to extract useful features of a transmitted signal to identify the
signal’s transmitter [38]. Here we review important techniques
for RF fingerprinting. Transmitter identification techniques are
classified based on essential differences. These methods are
divided into three categories, namely transient-based, steady
state-based and other approaches based on different signal
parts used for feature extraction. Fig. 2 shows the different
parts of an actual signal that are used in the special category.
A structure of wireless transmitter identification categories is
shown in Fig. 3.

A. Transient-Based RF Fingerprinting

Transient-based RF fingerprinting techniques use the tran-
sition from the turn-off to the turn-on of a transmitter that
is occurs before the transmission of the actual data of
a signal. These approaches need accurate transient extrac-
tion (start point and duration) before feature extraction and
identification [39]. Channel noise and hardware have an
important effect on transient extraction methods. Fig. 3 shows
different types of transient signals in the captured signal [40].
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Equation (1) shows the modeled signal as follows:

Siz{n(z) 1<i<m

X)) +n@) ng<n<Ny (1)

where, S; is the i-th sample; X (i) is the discrete signal, when
i < m; n(i) is channel noise; N is the number of samples and
m is the starting point of the transient signal.

The approaches to transient-based wireless device identi-
fication can be traced back to the early 90s. In [9], [29],
seven VHF FM transmitters from different manufacturers but
in the same model were identified using multi-resolution
wavelet analysis to characterize the features in the tran-
sient signal. All the extracted features were classified using
a genetic algorithm. To measure the noise sensitivity of the
algorithm, Gaussian noise was added to the original tran-
sient signals. Choe et al. [7] proposed a robust and adaptive
device identification system using a Daubechies-4 wavelet
transform combined with ANN. Also, an example of iden-
tifier and classifier provided using transient signals of three

different transmitters. Hippenstiel and Payal [30] also used
Daubechies filter to obtain DWT coefficients of transients of
4 different transmitters. Ellis and Serinken [41] analyzed the
amplitude and phase information of the transients of VHF
FM transmitters. The authors used 28 transmitters from dif-
ferent manufacturers and the same models and showed that
fingerprint profiles for devices from the same manufacturer
and model is indistinguishable, making the identification pro-
cess complex. Tekbas et al. [42], [43] tested transmission
from 10 commercial VHF FM transmitters under ambi-
ent temperature, power supply, and additive channel noise.
Amplitude and phase-based techniques were used to extract
transient features. A probabilistic neural network (PNN) was
used as a classifier and the results showed that classifica-
tion accuracy of low SNR transients could be improved by
estimating SNR and modifying its level during the train-
ing. Hall et al. used 14 different (manufacturers and models)
IEEE 802.11 devices and 10 different (manufacturers and
models) Bluetooth [43], [44]. The capturing process was per-
formed from close proximity with a spectrum analyzer. The
authors used amplitude, phase, in-phase, quadrature, power
and DWT coefficients information to create a profile for each
transient signal. The average classification error rate was 8%
and was strongly dependent on the model and manufacturer.
Ureten and Serinken [3] used the amplitude envelope as a fea-
ture of IEEE 802.11 transient signals for device classification
and identification. The authors also used RF fingerprinting
for enhancing the security of wireless networks. Signals were
captured from 8 different manufacturers and models and clas-
sified using PNN. The proposed classifier could classify the
signals with an error rate of 2%. In the above works, cap-
tured signals were from different models and manufacturers
and at close distance with the fingerprinting antenna. In [45],
Rasmussen and Capkun used RF fingerprinting techniques to
identify 10 UHF (Mica2/CC1000) sensor devices from same
manufacturers and models. Each device has a profile of finger-
prints including transient length, amplitude variance, number
of peaks of the carrier signal, the difference between nor-
malized mean and the normalized maximum value of the
transient power, and the first DWT coefficient. The feasibility
of fingerprinting the radio of Wireless Sensor Node (Chipcon
1000 radio, 433MHz) was demonstrated in [45]. The duration
of the transient signal, the number of peaks and the difference
between the normalized mean normalized maximum values
of the peaks are used to create an RF fingerprint for each
signal.

In summary, transient based analysis offers high
performance only whenever the transient is exactly extracted
(the exact beginning and end point). The lack of transient
analysis is the difficulty in distinguishing devices of same
manufacturer (same model). Finally, very high sampling
rates are needed for a good transient extraction, necessitating
expensive receiver architectures.

Separating the transient signal and detecting the start point
in channel noise are very difficult because of non-stationary
characteristics [46]. In the rest of this section, a number of
critical methods are theoretically analyzed for detecting the
start point of transient signals.
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Fig. 4. Typical captured signal. (a) Ramp change signal from a Nokia 5230 mobile phone. (b) Step change signal from a VHF radio [35].

1) Method 1 (Bayesian Step Change Detection (BSCD)):
This approach was proposed by Fourteen which transforms
a change in variance into a change in the mean value based
on the fractality of the sampled data to detect the start point
of the transient. In this approach, Higuchi’s method [47] was
used to calculate the fractal dimension for successive segments
of the signal. There is a close relation between the variance
of fractal dimension and the probability density function of
start point of transient, for example, the variance of fractal
dimension between two sequences are related to the proba-
bility density function, so the maximum of the probability
density function is the start point of the transient signal. A non-
stationary signal like a transient is not a pure fractal because
its fractality is time variant. Multi-fractality handles signals
with local fractal dimensions. For calculating the local frac-
tal dimensions of successive portions of the signal, a sliding
window is used. The principle of this approach is provided as
follows:

First, the fractal dimension of the transient is calculated by
Higuchi’s method. Higuchi defines the length of the curves for
each subsets as follows:

N—m

g N—1
Lin(k) = IX(m+ ik) — X(m — (i — Dk|| x ———=t [k

; (A Tk /

2)

where, m is the initial time and the starting point of each subset
and k is the interval time and determines the number of subset
and X (m, k) : X(m),X(m+k),...,X(m+[(N —m)/k] x k)
and (N — 1)/[(N —m)/k]k is assumed to be the normalization
factor of curve length.

Second, L, (k) is plotted against k on a log-log scale, so the
data should fall on an axis as k varies from N to zero.

Third, a curve is fitted to the points (L,,(k)) that calculated
in the last step according to the least-square procedure, and
then the slope of the curve is an estimation of the fractal
dimension.

Fourth, the following a posteriori probability density func-
tion is used to detect transient. The maximum point of the
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function is the start point of the transient signal [47].
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where, d is the fractal dimension, m is assumed to be the start
point of transient and N is the number of samples in the sliding
window. Although there is no need to define a threshold in the
BSCD method, this approach has a complex computation and
a poor detection for transient signals with small amplitude.
Fig. 5 shows the detection result of BSCD algorithm on net-
core transient.

2) Method 2 (Bayesian Ramp Change Detection (BRCD)):
This method was proposed by Ureten and Serinken [48] and
it is a modification to the BSCD scheme. In this approach,
transient detection is achieved by estimating the time instant
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when the power of signal gently increased. Its principals are
provided as follows:

As mentioned before, typical transmission data contain
channel noise before transmission of real data. The model of
this signal can be written in the form of a matrix equation:

d=Gb+e “4)

where d is an N x 1 matrix of data samples, e is a matrix of
Gaussian noise samples with dimensions of N x 1, the matrix
G is of size N x M that each column of G is a basis function
estimated at each sample in the time series and b is an M x 1
matrix of linear coefficients. The next step is to detect the
change point with a posteriori probability density which is
calculated as in the following equation [48]:
[d7d - d"6(676) "' G"d] o
p({m}ld, 1) «

)
det(GTG)

where [ defines the signal model. The start point position can
be found in the structure of the matrix G that is given in
equation (6).

S T T T T T T T RPN
G‘[oooo 0123 N—m:|(6)

A Bayesian ramp change detector is a better candidate
for transient extraction for Wi-Fi radios in comparison with
Bayesian step change detector because of the lags behind the
start point of the transient signal and because the standard
deviation of the detection error for BSCD is three times higher
than BRCD [48].

3) Method 3 (Variance Fractal Dimension
Threshold Detection): This approach was proposed by
Shaw and Kinser [49]. The main idea is to calculate the
fractal dimension from the variance of signal amplitude to
detect the transient part of a signal.

The first step is to calculate the fractal dimension for each
portion of the signal in the sliding window by equation (7).

Dit)y=2—-H (N

where H is a value called the Hurst index that is the
correlation between AX(t;, Af) and Ar that is the ampli-
tude difference between data samples and Atr. By setting
AX(t;, At) = X(t;, At) — X(t;) and At = |ti+1 — t;|, the Hurst
index can be calculated by equation (8) based on the least
squares regression (LSR) scheme [49].

Vi (2 ) (S )
V(T 2) (S

where (x;,y;) = (log(Aty), log(var(AX(t;, At;)))). It is nec-
essary to ensure that there are a sufficient number of the
pairs (x;, y;) and selecting a suitable sequence of time is very
important.

The next step is to detect the start point of the transient
signal from the fractal dimension obtained from the first step.
The mean of the fractal dimension of channel noise is con-
sidered as a threshold. The threshold needs to be determined
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Fig. 6. Variance fractal dimension threshold detection (signal of net-core).
© [2013] IEEE. Reprinted, with permission, from [51].

based on experiments. The variance fractal dimension of wire-
less network card net-core is shown in Fig. 6. For example,
if the value of n-th point and its m successive points are less
than the threshold, then 7 is considered to be the start point
of the transient. It must contain at least 7'/4 samples of chan-
nel noise before the start of the transmission. It is proved that
there is a remarkable difference between the fractal dimension
of ambient channel noise and the actual data. This method is
simple and fast, but the threshold needs to be determined by
trial and error and it is very sensitive to noise.

4) Method 4 (Phase Detection (PD)): Phase Detection
method was proposed by Hall et al. [50] and unlike the
previous approaches which used the amplitude characteristics
of the signal for transient extraction, this approach used phase
characteristics to extract transient signals. This approach has
advantages against the methods using amplitude characteris-
tics because the phase of the signal does not represent the
same degree of variation because the phase is less sensitive to
noise. Moreover, the implementation of PD is as follows:

The instantaneous phase of the signal (X(r) = I(¢) 4+ jQ(¢))
can be calculated using equation (9) as follows:

1(1)
where, 6(f) is unwrapped to remove the discontinuities that
result at multiples of 27 radians. The absolute value of each
element in the unwrapped vector AV which is shown in
equation (10):

0(t) = tan™! [ ©)

(1) 0@ —0(—Dl<m

0(t) &£ 2 others. (10)

AV = {

To detect the start point of the transient signal and magnify

the variation between channel noise and turn-on transient sig-

nal, the variance of the phase characteristics is calculated for
each consecutive portion of AV [50].

TV(i) = var(AV(d + 1), AV(d+2),...,AV(d+g)) (11)

where i = 1,2,...,N/S, g =ixS§,d=g—S,S is non-
overlapping window size and var represents the variance of
the phase.
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The last step is to create the fractal trajectory (FT) from
the difference of the phase variance. The start point of the
turn-on transient is when the fractal trajectory becomes near to
zero because the phase variance of the transient signal changes
more slowly than channel noise. The start point detection of
net-core signal using PD algorithm is shown in Fig. 7.

5) Method 5 (Mean Change Point Detection (MCPD)): The
mean Change Point Detection approach detects the start point
of the transient signal by statistical calculation [51]. There is
no need to define a threshold and nonparametric estimation
for the hypothesis test [52].

Assuming fractal trajectory as the sample sequence, e.g.,
X1,X2,...,xn, the process of the algorithm is provided as
follows.

The first step is to divide the sample sequence into two
sections xi, X2, ...,xj—1 and X, Xj+1, ..., Xy, then calculate
the mean and the following statistics of each section for
i=2,3,...,N.

i—1 N

Si= Z(Xt —th)z + Z(xt —th)z

t=1 t=i

12)

where X is average of original samples. Statistics (S) of
samples calculated according to equation (13).

N

Si=Y (v —X)?

t=1

13)

The last step is to define the position of the start point of the
transient signal by calculating the maximum point of S — S;.
The main idea of this approach is to magnify the difference
between static of samples before and after the section. As
shown in Fig. 8, the start point of the transient part of net-core
signal is accurately detected.

6) Method 6 (Permutation Entropy (PE) and Generalized
Likelihood Ratio Test (GLRT) Detector): This method detects
a transient signal based on permutation entropy (PE) and
a generalized likelihood ratio test (GLRT) detector [40].

227

Chanege Point Detection

g 1
3 : -
£ osl Start of Transient —»
g
<
=
[9)
N
S 05}
£
=}
Z A
0 05 1 15 2 25
. x10'
x10° Start of Transient
10, T T T T T T
[} @
=)
=
>
=]
2 5 i
Q
Q
°
a
C 1 1 1 1 1 1
0 100 20 300 400 500 6800

Fig. 8. Mean change point detection (signal of net-core). © [2013]
IEEE. Reprinted, with permission, from [51].

Permutation Entropy (PE) is introduced by Bandt-Pompe
and can evaluate the irregularity and complexity of time
series [53]. PE is simple, structurally robust and fast. Assume
we have a given time series X = {x(i),i = 1,2,...,N}, to
calculate PE of it, the time series are embedded into an m-
dimensional space:

X =[x@),x@+1),...,xG+ (m—1))], (14)

where m is the embedding dimension and determines how
much information is contained in each vector, [ is time delay
and X; is the i-th point in m-dimensional space; 1 < i <
N—(m—1)L

In the next step, the values of X; are sorted in ascending
order, so it can be written as follows:

Xi = [x(i+(1—DD < x(i+(2—DD) < -+ < x(+(m—DD],
(15)

The vector X; can be mapped onto a permutation pattern 7:

7T,‘=[j1,j2,...,jm], (16)

where, m; is one of m/ possible permutations of m dif-
ferent symbols and j is the time index of the element in
the reconstruction vector. Let the occurrence number of =
be f(m;), then the occurrence probability of m; is p(m;) =
f(mi)/(N — (m— 1)]). Finally, the PE is computed as Shannon
Entropy [54]:

0<Hp=—7) pjln(p;)/In(m}) <1 a7

where, K is the number of distinct symbols in
[m1, 72, ..., TN—m—1)]. Using above knowledge about
PE, the start point of transient signal can be detected.

In the first step, the PE trajectory of transient is calculated
using a rectangular window with the length of L,y that slides
one sample each time. The PE of a noise series is bigger than
the PE of a signal because there is no regularity in noise. PE
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trajectory can be modeled by the following equation:
Hpn(”) I<n=<ng

Hpy(n) no<n=<mn
Hys(n) ni+1<n<N

Hp(n) = (18)

where n is the number of slides; Hp,(n) is the PE of noise;
Hpg(n) is the PE of stable signal; Hy(n) is the PE of slides that
contains transient signal. When the transient is in the sliding
window, the PE starts to decrease and when the stable signal
is in the sliding window, the PE changes a little. The PE for
the slides that contains transient signal can be modelled as
follows [40]:

Ao + w(n) 1 <n<np

Hp(m) = {A0+k x (n—ng) +wn) ng <n <Ny (19)

where, w(n) is a Gaussian noise with a standard deviation of

oand zero mean; Ag is the average of Hp,(n); k is the slope

of decreasing after the ng. ng is the first slide that contains

the transient signal; Ny is the changing point when n < Ny,

Hp,(n) > Ty and Hp,(No + 1) < Ty and Ty is the average PE,
calculated as follows:

max(Hp) + min(Hp)

2

The transient detection problem can be solved in terms of
the binary hypotheses test:

Ty (20)

Hy : Ag + w(n)
{Ao+W(n) l<n<ng
H; :

Ag+kx (n—ng)+wn) ng<n<~Ny @0

In the second step, the GLRT detector of H,(n) can be
represented as follows [55]:

p(x; ng, Hy)
Lex) = ——F—
p(x; Hp)
p(x;Al = Ag, Ay = Ag+k x (n_n0)7H1>
= - . (22)
P(X;Al = Ao)

where p(x; no, Hy) and p(x; A1) are represented as in the fol-
lowing equations; Ap and k are unknown can be estimated by
maximum likelihood (MLE) [40].

1 1 (&
5 ALAY) = —————exp| —=— | Y (x(n) —Ap)?
px; Ar, A (2naz)N°/2exp|: 752 (; x(n 1 )

No
+ Y () — Ay’

n=ngp+1
(23)
No
Ay ] _b A2
plx;Ap) = (2ﬂ02)N0/2exp|: 792 (l;(x(n) Ay) ):|
(24)

To determine Ag under the two hyPothesesAHo and Hy, let the
MLE of Ag under Hy and H; be Agy and Agg, respectively.

No

~ ~ 1

App = Ap = No E Hy(n) (25)
n=1

R R 1 no

Ag =Ag=—3 Hy(n) (26)
0 n=1

The MLE of the slope k can be estimated by the least-squares

fitting algorithm as in the following equation [54]:

(No—n0) YN0 nH,y (nng)— YN0 n YN0 B (n4ng)

n=1 n=1 n=1

& =
P
(No—no) Y07 n2— (Zfi?"‘) ”)

27)

According to the above equations, the GLRT detector defines
as follows [40]:

Ln(Lg(Hp(n)))
1 No N 2 i n 2
=53 Z(Hp(n) —Aoo) - Z(H,,(n) —A01>
n=1 n=1
No . . 5
- Z (Hp(n) — Aol —k x (n— no)> , (28)
n=np+1

The estimated start point of transient signal 71p is the maximum
of the GLRT detector, defined in equation [40]:

ny = arg myile[Ln(LG (Hp (n)))], (29)

According to the explanations about transient extraction meth-
ods, a table of performance comparison is provided. Table I
shows the advantages and disadvantages of common algo-
rithms in transient extraction.

B. Steady State-Based RF Fingerprinting

Steady-state based approaches focus on the unique fea-
tures extracted from the modulated part of the signal.
Brike et al. [10] proposed a Passive RAdiometric Device
Identification System (PARADIS) using five specific fea-
tures of the modulated signal such as: the frequency error,
SYNC (synchronized) correlation, I/Q origin offset, and mag-
nitude and phase errors for physical-layer identification. These
features were used to make an RF fingerprint profile that
is classified with an SVM and k-NN classifier. The system
used 138 same model IEEE 802.11b signals, captured by
a high-end vector signal analyzer and at distance from 3 to
15m from the antenna, to test the accuracy of the clas-
sifiers. Shi and Jensen [56] proposed a similar approach to
PARADIS and use radiometric features in the modulation
domain to identify Multiple Input Multiple Output devices.
Modulation-based methods were also used to classify RFID
devices. Danev et al. [11] also used the features extracted
from modulation shape and spectral features from RFID
transponders. The proposed method was tested on 4 different
classes and different models of ISO 14443 RFID transponder.
In number of researches like [57] frequency domain fea-
tures were used to perform transmitter identification. Eight
Universal Radio Peripherals (USRP) transmitters were used
for laboratory experiments. This paper offers an excellent
performance improvement by using flexible feature selec-
tion with a traditional discriminatory classifier (k-NN). The
approach performs well with 97% accuracy rate at 30 dB SNR
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TABLE I
PERFORMANCE COMPARISON OF TRANSIENT EXTRACTION ALGORITHMS

Algorithms Advantages Disadvantages Success Rate
High detection
rate for signals Complex
with suitable computation, poor 80-85%
BSCD [44] amplitude, no detection for 802.11b
need to define a transient signal with transceiver
threshold small amplitude
Perform better
than BSCD Complex
specially for Wi- computation, 95%
BRCD [45] Fi radios , no need effective on signal 802.11b
to define a models with linear transceiver
threshold power increase
Complex
computation, need
VFDTD High detection to deﬁqe a threshold Not Available
[46] rate pracfugally, very
sensitive against
noise
Less sensitive to
noise, need to define 85-90%
PD [47] Simple and fast a start point 802.11b
practically transceiver
90-92.5%
Simple, high 8 different
detection rate, no Need a lon transmitters
MCPD [48]  need to define a - ong including 3
threshold computation time Kenwood, 3
Force and 2
Yaesu models
High detection
rate, extremely
PE & GLRT  accurate detection Complex Not Available
[37] of start point, no computation

need to define a
threshold

and the performance is still good with accuracy of 66% at 0dB
SNR. Suski et al. [58] used the Power Spectral Density (PSD)
coefficients as unique features from the preamble part of IEEE
802.11a/g signal.

Initially, research was more about transient-based RF fin-
gerprinting because the steady-state part of the signal is not
common to all transmitters. The transient signal always occurs
in a transmission, so the research focused on transient-based
approaches. However, a higher sampling rate is required to
extract the transient signal due to its short period and reliability
of the phase and amplitude information is a serious challenge
in this area [57]. Nowadays, there is no need to have a steady-
state signal for these approaches because almost all wireless
local area network (WLAN), RFID, etc. have a preamble at
the start of data transmission to make the receiver design
simple [59]. Gerdes et al. [60] proposed a steady state-based
RFF technique which is able to identify cards with same model
and same manufacturer. The preamble part of IEEE Ethernet
802.3 (16 devices with 3 different models) was used to provide
a device fingerprint profile, which help to identify the device
the signal emitted from. A matched filter implementation and
a simple threshold were used to provide classification. They

229

have shown that the characteristics of analog signals for these
devices are track able and also it is appropriate for network
access control schemes.

C. Other Approaches

Some of the proposed physical-layer identification tech-
niques could not be related to the mentioned classifica-
tion [61], [62]. These approaches usually use a special wireless
technology and/or extract other attributes of the signal and
logical layer. Suski et al. [63] create an RF fingerprint pro-
file by measuring the power spectrum density (PSD) of
the preamble of IEEE 802.11a to uniquely identify wire-
less devices. This approach was tested on 3 devices and
achieved an average classification error rate of 20% for
packet frames that were captured with SNR greater than
6 dB. In [62], [64], a complex wavelet transformation was
applied to identify IEEE 802.11a (OFDM) devices. Multiple
Discrimination Analysis (MDA) used to classify extracted
features and the classification performance for this approach
was tested on 4 same model Cisco wireless devices. The
results showed a classification error rate of 20% for SNR
improvement of 8§ dB. Recent research targeted different
class of RFID for physical-layer identification [36], [65].
Periaswamy et al. [65], [66] used UHF RFID tags for device
identification. The authors showed that the minimum power
response characteristic can be used to identify devices two
independent sets of 50 tags from two different manufacturers
with an accuracy of 94.4% (with False Acceptance Rate (FAR)
of 0.1%) and 90.7% (with FAR of 0.2%).

Danev et al. [11], used timing, modulation shape and
spectral features of device response signals for physical
layer identification. The authors showed that of these fea-
tures, timing and modulation-shape only distinguished devices
from different manufacturers, but spectral features would be
a preferred fingerprint to identify devices from the same man-
ufacturer and same model. Jana and Kasera [61] used clock
skews as a unique feature to identify access points (Aps) in
a wireless local area network. The effectiveness of this tech-
nique has been shown in [67] for complex networks. The
results showed that different Aps are distinguishable with high
accuracy. Recently, researchers investigated variety of signal
characteristics, signal parts on GSM devices [68]-[70]. They
used midamble and the near-transient part of GSM-GMSK
burst signals for the aim of identification and classification of
devices from 4 different manufacturers. The results showed
that the accuracy of classification sharply decreases when the
midable part is used but the near-transient part is suitable for
identifying GSM signals.

IV. TAXONOMY OF FEATURES FOR RF FINGERPRINTING

A large variety of features can be used for physical layer
identification. In this section, we investigate useful features in
the physical layer, whether they are active or passive. Physical
layer features are extracted from the received RF waveform
and generally divided into two categories: location dependent
features and location independent features or radiometrics. In
this paper, we focused on location independent features.

Authorized licensed use limited to: Huazhong University of Science and Technology. Downloaded on December 10,2023 at 11:45:29 UTC from IEEE Xplore. Restrictions apply.



230 IEEE JOURNAL OF RADIO FREQUENCY IDENTIFICATION, VOL. 4, NO. 3, SEPTEMBER 2020

A. Location-Independent Features

Extracting radiometric features depend on the hardware
implementation of wireless devices. It has been shown that
even with significant advancement in circuit design and man-
ufacturing, every transmitter has a unique RF fingerprint owing
to imperfections in its analog components and manufacturing
process [71]. Imperfections such as channel width, channel
doping and oxide thickness, which are small enough to meet
specifications of communication, can allow us to detect unique
features from devices and provide device fingerprints [72].

The main purpose of feature extraction is to create a unique
RF fingerprint profile to make a transmitter distinguishable
from the rest of the transmitters. Previously, researchers [59]
used the coefficients of Power Spectral Density (PSD) and
normalized PSD to create an RF fingerprint.

Hall et al. [50] use unique features such as phase, amplitude,
phase angle and frequency that are extracted using the Discrete
Wavelet Transform (DWT), from the turn-on transient portion
of signals.

Polak et al. [73] used the imperfection of the power ampli-
fier for physical layer identification because power amplifiers
are the last elements in the circuit of transmitters and it is hard
for attackers to modify with software. Volterra series were used
to model the nonlinear characteristics of power amplifiers.

As mentioned, Brik et al. [10] proposed a system called
PARADIS that used features such as magnitude and phase
errors, 1/Q origin offset and SYNC correlation of the frame.
Nguyen et al. [74] used carrier frequency differences (CFD)
and phase shift differences (PSD) as fingerprints for trans-
mitters. PSD is determined as the phase shift from one
constellation to another in the neighborhood that may vary
because of the different amplifier for I-phase and Q-phase in
each transmitter. Nguyen et al. also proposed a second-order
cyclostationary feature (SOCF) in addition to PSD and CFD
to identify devices.

In radiometric techniques, feature extracting can be clas-
sified into transient-based and steady state-based features
because of the way they treat signals [10]. Transient-based
methods [75], [76] use time- and frequency-based features
which are flexible but complex while steady state-based meth-
ods represent features in terms of I/Q samples. Modulation
based methods have better structure but the important issue
is the fact that we should know the respective modulation
scheme.

B. Location-Dependent Features

RF fingerprinting techniques usually have two aims: 1) find
the device which emitted the signal and 2) find the loca-
tion of the device which the signal originated from [77]. The
most common feature which is used in location based RFF
techniques is radio signal strength (RSS) [78]. The value of
RSS depends on the attenuation of the channel and the trans-
mission power at the transmitter. For example, two distant
locations have different values of average signal power (RSS)
at the receiver with the same transmitter. However, if the two
devices are close, their RSS will be similar. The other fea-
ture in this classification is Channel State Information at the

Receiver (CSIR). This feature is very sensitive to moving. If
we consider small-scale fading, CSIR can have very different
values by only a little movement of a receiver. Location-
dependent features cannot be used separately as a fingerprint
because they are very sensitive to environmental changes [72].

V. CLASSIFICATION OF EXTRACTED FEATURES

Classification algorithms can be divided into two cate-
gories: supervised algorithms and unsupervised algorithms.
Supervised algorithms represent the category that a set of
observations is available, and classifiers are built based on a set
of labeled data and the algorithms learn to be predicted [79]. In
supervised algorithms, a set of labeled observations is avail-
able for training In supervised algorithms, a set of labeled
observations is available for training.

The K Nearest Neighbors algorithm (KNN) is one of the
supervised methods [53]. This algorithm classifies a data set
based on the distance to the nearest samples in the training set.
A variety of functions can be used to determine the distance
between samples such as Euclidean distance, Mahalanobis and
Minkowski; Euclidean distance is the most common [80]. The
KNN algorithm is very simple and computationally efficient
in the training phase but the classification phase could be com-
putationally intensive in comparison with other algorithms. In
addition, high dimension, KNN is less effective method for
classification.

SVM is also a supervised algorithm that learns to classify
observation samples from the reference samples. SVM uses
a function from different types such as: linear, Radial Basis
Function (RBF), polynomial, sigmoidal to divide the labeled
set into several groups, depending on the problem, on a multi-
dimensional surface [81]. This method provides a high level
of accuracy and robustness and it is also efficient for binary
classification.

A neural network is a supervised method that contains a set
of connected input and output and each connection has a spe-
cific weight. The network predicts the class labels during the
process of adjusting the weight to each connection [82]. The
most important advantage of neural networks is the tolerance
of noisy data in RF fingerprints. This algorithm could be able
to classify patterns without a training phase that is a very
useful point for identifying new devices.

Unsupervised learning algorithms do not have a training set
and the algorithm must find the function from unlabeled data.
For wireless device identification, unsupervised algorithms
mean that we have similar fingerprints from different devices
which are grouped together and belong to the same cluster.
These methods are very useful for identifying devices from the
same models and the same manufacturers. In these approaches,
there is no need to create a reference library because the pres-
ence of valid phones is used for this purpose [83]. There are
various unsupervised algorithms. Here we described only the
methods applied to fingerprint identification.

K-Means clustering is an unsupervised algorithm in which
the observations are divided into a number of clusters and
each sample of observation is assigned to the cluster with the
nearest mean.
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PCA (Principal Component Analysis) is a multivariate
method which is useful for data compression and dimensional-
ity reduction. The main purpose in PCA is to extract important
information from data and construct a set of orthogonal vari-
ables called principal components. This feature is very useful
in phone identification to reduce a large set of features [84].

VI. CONCLUSION

This survey has reviewed RF fingerprinting methods for
wireless devices. Physical-layer identification has been studied
for a variety of wireless applications, but the primary usage
of this technology is in wireless security enhancement. In
this paper, we provide a comprehensive overview of physical-
layer identification and state-of-the-art techniques in RFF. The
detection of transients is considered one of the key steps in the
fingerprint detection of wireless devices; its accuracy directly
affects the success of identification. This review has investi-
gated some of the common approaches in transient detection
and their advantages and disadvantages. The most important
problem in transient based algorithms is the dependency of
the extraction method on the sampling rate of signals. Signal
with high sampling rate could have a precise transient extrac-
tion which is needed to have a high-end devices for capturing
the signal. The main gap in this area is the lack of a reliable
approach to optimize the sampling rate which can reduce the
costs.

The feature profiles used for different types of fingerprint-
ing methods have been elaborated in this review. The main
idea is to extract unique features from wireless devices to
generate non-forgeable signatures. Finally, the paper has taken
into consideration the classification process and methods.
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