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KEYWORDS Abstract In modern buildings, the intelligent building energy management system (IBEMS) faces

several problems with its centralized architecture: the difficulty in the networking between end devices,
the lack of flexibility, and the limited sharing of underlying information. To overcome these problems,

Intelligent building energy
management system

(IBEMS); this paper probes into the framework of the wireless sensor network (WSN), and designed a network
Dynamic key; model of the IBEMS. Next, the security of blockchain technology was fully examined, and a dynamic
Blockchain; key management strategy was proposed based on the blockchain for the IBEMS. The feasibility of the

Ubiquitous Power Internet
of Things (UPIoT)

proposed plan was verified through experiments. The experimental results show that the proposed

plan reduces the data storage time and space of each sensor, and optimizes the control of the IBEMS.

The research results provide a reference for setting up a safe and reliable IBEMS based on spatial dis-

tribution, and help promote blockchain technology in other scenarios of the UPIoT.

© 2020 Faculty of Engineering, Alexandria University. Production and hosting by Elsevier B.V. Thisis an
open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

1. Introduction energy, such as energy finance, electric vehicles, and green

credit issuance, to name but a few [8-11].

The blockchain integrates various computer technologies into
a novel decentralized basic framework and distributed com-
puting paradigm [1-4]. Decentralized, open, and transparent,
the blockchain fully demonstrates the principles of ubiquitous
power Internet of Things (UPIoT) [5-7]. Coupled with the
UPIoT, the blockchain will realize precise digital management
of energy, and adapt to multiple scenarios of the Internet of
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In modern buildings, the power supply/distribution man-
agement system (PSDMS) adopts a centralized control archi-
tecture, which is inconsistent with the topology of building
space. The system faces a high configuration cost, and diffi-
culty in onsite construction, not to mention cross-system infor-
mation sharing. The local systems and information terminals
are not integrated or networked efficiently, and the subsystems
are loosely connected.

The above problems are generally solved by three energy
management strategies. The first strategy collects the informa-
tion from the regional sensors on the spatial scale, through the
electrical energy exchange within the building area [12-15]. The
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second strategy relies on energy storage technology to smooth
power fluctuations on the time scale, and provides energy
backup to keep power supply continuous and stable [16-19].
The third strategy shares electric energy with the aid of energy
storage technology. The common defects of the three strategies
include complex algorithm, poor privacy, and high communi-
cation cost [20-21]. Olivares et al. prove, a hierarchical energy
management architecture of photovoltaic battery supercapaci-
tor for DC microgrid system was built [22]. Askarzadeh prove,
a Bess energy management method was proposed for the
energy storage power station in the photovoltaic energy storage
combined system [23], which can realize the functions of stabi-
lizing fluctuation and time of use price at the same time. To sum
up, most of the current research on building energy manage-
ment is based on information collection and control state, while
the research on energy flexible control method considering
information sharing in the management process is less.

This paper fully considers the problems in the centralized
architecture of intelligent building energy management system
(IBEMS), namely, the difficulty in the networking between end
devices, the lack of flexibility, and the limited sharing of under-
lying information. To solve the problems, the authors analyzed
the framework of the wireless sensor network (WSN) for the
PSDMS, and designed a network model of the IBEMS.
Through the security analysis of the blockchain technology,
a blockchain-based dynamic key management strategy was
proposed for the IBEMS. Experimental results show that the
proposed plan reduces the data storage time and space of each
sensor, and optimizes the control of the IBEMS. The research
results help promote blockchain technology in other scenarios
of the UPIoT.

2. Architecture of the IBEMS

In intelligent buildings, sensors replace manual alarms and tra-
ditional alarm devices. The equipment and line signals could be
identified, located, tracked, monitored, and responded auto-
matically in real time. The main monitoring targets include
lightning, air conditioning, fire, security, and operating state

of energy management equipment. Compared with the PSDMS
in traditional buildings, the IBEMS of intelligent buildings can
effectively sense and respond to external changes and abnor-
malities, and ensure the security of distributed power genera-
tion, smart home interactive terminals, and centralized
reading/transmission of information (e.g. power consumption).

The anti-intrusion system of the IBEMS relies on the col-
laboration between multiple sensors capable of detecting, ana-
lyzing, blocking, delaying, checking, and responding to
security threats. The typical deployment of the WSN in the
IBEMS is illustrated in Fig. 1.

Most IBEMS has three layers and two networks. The three
layers refers to the station control layer, the separation layer
and the process layer. The equipment on each layer are config-
ured according to the required functions. The two networks
stand for the station control layer network and the process
layer network, which enable equipment on different layers to
exchange information.

The three-layer two-network structure can realize real-time
automatic control and intelligent adjustment of information
collection, measurement, control, protection, measurement
and detection, but it creates multiple independent information
transmission networks, hindering the information sharing and
interaction across station. Besides, the sheer number of
switches and optical fibers complicates the network structure
and wiring, and undermines the reliability of network equip-
ment. Thus, the real-time performance of Ethernet must be
improved by various methods, such as switched Ethernet, vir-
tual local area network, and Rapid Spanning Tree Protocol
(RSTP). In addition, Route Processor Redundancy (RPR)
and High-Availability Seamless Redundancy (HSR) should
be adopted to maintain the reliability of the communication
network, equipment and software of the IBEMS.

3. Network structure of the IBEMS

In order to improve the flexibility and security of terminal
equipment networking of intelligent building energy manage-
ment system, in view of the existing deployment form of wire-
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The typical deployment of the WSN in the IBEMS.
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less sensor network, this paper constructs the network archi-
tecture of intelligent building energy management system using
device ring network. Considering the deployment of the WSN,
the IBEMS devices were organized into rings. The ring struc-
ture can be applied effectively to the IBEMS.

As shown in Fig. 2, the ring-based IBEMS is arranged
based on building units. The energy management portal in
the figure is used to provide energy for wireless communication
network and building units, and the power sales terminal man-
agement system is connected with the power department to
provide electricity information and settle electricity charges.
The building power distribution units are connected end to
end through intelligent interactive terminals (IITs) to the
DBS in the communication layer, creating the topology of a
ring network. The IITs communicate with each other based
on blockchain technology.

Within each building unit, there is a ring of sensors corre-
sponding to various electrical devices. The interconnected sen-
sors also communicate with each other based on blockchain
technology.

The DBS assigns a unique identification (ID) number for
each IIT and each sensor, selects a polynomial for the ring net-
work of each building unit, and sets up a sub-secret and a data
block for each sensor according to the sensor ID.

The network has m-1 building units Ci(i = 1, ..., m-1), each
of which contains an IIT CH; and k-1(k > ¢) ordinary sensors
Ci(r =1, ..., k-1).

The above network structure tolerates single point failure
and maintains the normal operation of the ring network, and
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this is the most important feature of the traditional model. If
there is a fault point in the network, the ring topology will
automatically change to a linear topology, which maintains
the normal communication of network data, and accurately
detect the fault point for alarm and repair, ensuring the reli-
able transmission of various signals.

Moreover, the sensors of the electrical equipment in each
system can be directly plugged into the ring network, allowing
the host to collect and control the information of building
units in real time. In this way, the subsystems with different
functions in the same building area could exchange informa-
tion smoothly. However, there are many sub units in the net-
work model, so it is difficult to guarantee the
communication security, which requires technical support.

4. Security of the IBEMS blockchain technology

The blockchain network for the WSN of the IBEMS boasts the
advantages of decentralization, openness, autonomy, anonym-
ity, and tamper-proof. If some sensors are attacked and dam-
aged, the entire blockchain network will not be undermined.
Even so, the blockchain network for the WSN of the IBEMS
still face various security threats.

Take the proof of work (PoW) mechanism adopted by Bit-
coin for example. The potential risk of blockchain to be
attacked was analyzed by the attack model proposed by Zhang
et al. [1]. The success rate g5 of tampering by the attacker can
be calculated by:
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Fig. 2 The network structure of the IBEMS.
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where, p and ¢ are the probabilities for the honest node and
attack node to acquire the accounting power of the next block,
respectively; 4 is the attacker’s block extension length; z is the
block gap.

The above formula shows that the larger the value of block
gap z, the lower the success rate of tampering. However, when
the value of block gap z remains unchanged, the success rate of
block forgery increases with the computing power of the attacker.

When the attacker has over 50% of the computing power of
the entire network, the blockchains of the IBEMS can be par-
alyzed by recalculating the confirmed blocks or generating new
blocks. Then, the information of sensors will no longer prop-
agate to new blocks.

Currently, the key management plan of the IBEMS cannot
resist offline dictionary attacks, because the keys are encrypted
and stored uniformly by the DBS. This defect must be over-
come to ensure the security of system communication. For this
purpose, it is necessary to develop a dynamic key management
strategy based on the distributed storage structure, which pro-
motes the reissuance and management of keys.

5. Dynamic key management strategy based on blockchain

5.1. Basic ideas of Shamir’s secret sharing

The basic idea of Shamir’s (t, n) threshold secret sharing plan
is as follows: The base station divides the initial secret into n
shared sub-secrets, and distributes them to the sensors. The

secret cannot be reconstructed unless t or more sensors com-
bine their sub-secrets.

Under this plan, the secret is decomposed and recon-
structed through Lagrange interpolation. After selecting inde-
pendent random numbers ay, @y, . . .a..1, the following t-1-order
polynomial can be defined as:

fx) =f0) + ayx + apx* 4 -+ a,  x!

A total of n sub-secrets f(x;) are calculated and distributed
to the sensors. During secret reconstruction, any t or more sen-
sors can obtain t different points (x;, f(x;)) on polynomial f(x)
by combining their sub-secrets, and then reconstruct the poly-
nomial through Lagrange interpolation. Then, the initial secret
can be restored by computing f{x;):

) =3 ] Y

in TN

In our blockchain-based dynamic key management plan for
IBEMS, a complete management cycle consists of six stages:
initialization, generation of sub-secrets, generation of data
blocks, distribution and storage of data blocks, acquisition
of data blocks, and secret reconstruction.

In the first four stages, the input is the data requested to be
stored in the blockchain in this cycle, while the output is the
data blocks that will be distributed to the IITs or ordinary sen-
sors and linked to the blockchain.

5.2. Initialization

Suppose the blockchain network has m-1 building blocks. The
network can be initialized in two steps (see Fig. 3):

Start
Initializing the iteration
variable /=1
(</<epe

Yes

Randomly selecting dis,

Splitting D; into multiple shares and
generating a 7-1-order polynomial

di2. ...din as the shares of
initial secret D

Calculating and broadcasting
parameters fea(d=1,r)or fAgd=17)

Calculating and
broadcasted parameters

Jew{ag)or fiar ag)

Fig. 3 The workflow of initialization.
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Step 1. The DBS assigns each node a unique ID. The IITs
are numbered as IDcy; (i = 1, ...m-1) and the sensors are
numbered as IDys ; (G = 1, ...k-1;i = I) (the i value is a con-
stant, because the power distribution unit is fixed).

Step 2. In each cycle, the DBS generates m z-1-order poly-
nomials. One of them will be used for the blockchain commu-
nication between the DBS and the IITs, and the rest for that
between IIT and the ordinary sensors in its ring.

Take the communication polynomial between the DBS and
the IITs for instance. The threshold parameters [t, n] (¢ < n) are
configured based on the real-time state of the blockchain net-
work, where n is the number of sub-secrets, and ¢ is the mini-
mum number of sub-secrets needed to reconstruct the initial
secret.

Next, the data D’ requested by the IITs or sensors to be
stored in the blockchain are stringified, and decimalized into
data D. Data D are split into ¢ x h shares, where / is the num-
ber of recursive layers. In other words, each sub-secret D, is
segmented into d; 1, d; 2, ...d; (Il = 1,2, ...h).

Let F}, be a finite field, with p = 2" be the safety parameter
(¢4 > 80). Then, the polynomial generation of the DBS can be
realized in the following steps:

(1) Randomly take the sub-secret D; in each layer as the
coefficient to generate a f-1-order polynomial. If the
polynomial is used for the communication between the
DBS and the IITs, then:

Sem(x) =diy +dipx+ -+ dyyy X!

If the polynomial is used for the communication between
an IIT and sensors, then:

San(X) =dyy +dppx + -+ dyyg X!

(2) Under the interval of 1 </ < t-1, substitute sub-secret
D/+1, ie. d/+1ﬁ 1, d/+1§ 2, o .d/+1’ ,_1(1 = 1, 2, .. /’l) into
the above formula as an explanatory variable, and calcu-
late and broadcast the parameter fep(di+1, ) or fur,
Adi+1, )@ =1, ...t-1) for sub-secret D, ;.

(3) On the last recursive layer, randomly select d; 1, d;, »,
...d; , as the shares of the initial secret D, and calculate
and broadcast parameters fcpn(ay) or farnlag)g = 1,

5.3. Block generation and data recovery between building units

5.3.1. Block construction and distribution

The DBS calculates and broadcasts parameter fcp/(di+1, ,).
Then, the IITs will send (IDcyi, feuldi+1, ) = 1, ...m-1)
to the DBS for sub-secret calculation in the stage of secret
reconstruction.

From the polynomial obtained in the previous step, m-1
points can be obtained to serve as m-1 sub-secret data:
di, v = UDcus, feuldier, V), di, 2 = UDcuz feuddivi, o))
coos di. et = UDcrm-15 feuldi 1, m-1). The system will con-
struct m-1 data blocks according to the block structure of
the IITs and the existing data parameters, and calculate the
hash values. Then, m-1 IITs will be selected, and assigned with
m-1 data blocks. Fig. 4 shows the structure diagram of the
data block, where Merkle tree root refers to a value finally
obtained through multiple hash operations for all the accesses
contained in this block.

To make the block data of the IITs verifiable, a bivariate
collision-resistant hash function H(x, y) is introduced into
the sub-secret recursive distribution module. The function gen-
erates a message authentication code for generating secret
shares. The code helps to check the structure of data blocks,
and compute whether the hash value of the header in the pre-
vious block agrees with that in the header of the current block:

Step 1. Select and broadcast a random number R, and cal-
culate u, = H(R, ag,)(g = 1, ...n) as pseudo shares of the
secret.

Step 2. Calculate and broadcast U, = H(R, ug) and fcp(ug)
(g = 1, ...n), and distribute uy, us, ...u, to different IITs.

Step 3. Link the data blocks to the blockchain by the IITs.

5.3.2. Restoration and reading of block data

In the latter two stages of the management cycle, the input is
the location index of the blocks to be read, i.e. the IDs of

Version
sumber Header
Previous Previous Ti Random Target Subsequent
block "|___block mestamp || umber hash value block
Merkle root
A
Ug=H(R,ug Block body

Message
authentication code

Number of
| access requests I D

| Data size | I Threshold parameters [1,7] I

I Share number |

| Share data |

| Padding |

Fig. 4 The structure of data block.
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the IITs, and the output is the information of the blocks at the
specified locations.

Each IIT keeps requesting the DBS to respond to the data
of the blocks with the requested IDs, until it receives the t sub-
secrets for secret reconstruction. Upon receiving all the data,
the IIT will start to reconstruct the initial secret.

Suppose the t sub-secrets obtained by the IIT are ;=
UDcu/, feulkdiy ), dy=UDcuss feuldiy,))), - di, =
[UDcw, . Seruldi+ 1, ). Then, the IIT will calculate its sub-
secrets based on the broadcasted data and the block data in
its storage by the following polynomial:

t
X — ]DCH]
fCHh Zf(“l—lh ng 71—[ IDCHz — IDCH
J=17#i /
d x — IDcyj
d e =
Jem(x ZfCH’ b1.0) oije IDcni = IDcw

where, 1 < g < ¢-1. From the above formula, the following
coefficients are extracted in turn: cm(dp, 1), feuddn, 12)s - -
Sferldy, 1), that is, [IDcwg, fean(dn, 1)) UDcm2s fem(dy, 2)),

o UDcrr1s feun(dn, ~1)]- On this basis, the sub-secret data
are all obtained as D, D, ...D,.

If 1 <7< h-1, the shared polynomial fc(x) is derived from
the coefficients OffCH1+ l(x) (d[+ 1, 1s d/+ 1,25 -+ .d/+ 1, ,_1) and the
broadcasted parameters (feuddi+1, 1), feuddi+1, 2)s - Sfem(-
di+1, 1)), resulting in the sub-secrets D, Finally, the sub-
secrets are stitched in turn into a decimal data D, which is out-
putted as the reconstructed initial secret.

To verify the authenticity of the data block in an IIT, t out
of n pseudo shares are selected by random for secret recon-
struction. First, the message authentication code is employed
to verify whether that pseudo shares are authentic. If

U, = H(R, u,), then the pseudo shares are effective. The
shared polynomial about the sub-secrets can be expressed as:

t
u— u;
j
Jem(x E Sem(ag) H —u
= J=ly# 7
u— uCHj
Sem(x chm dis1,) H S EE—
i UcHi — UcH)

5.4. Block generation and data recovery in each building unit

5.4.1. Block construction and distribution

The IIT calculates and broadcasts parameter faAd;+1, ,).
Then, the sensors will send (IDysj yarrj)G = 1, ...k-1) to
the IIT.

From the polynomial obtained through initialization,
k-1 points can be obtained to serve as k-1 sub-secret data:
dl, 1= [IDM[,]an[, (dp+1, 1], d/, 2> = Dy 2, fM/, 1(d1+1, 2l
. d/’ -1 = [IDMI,A'»lsfMI, l(dl+1, k»l)]- For the IIT, there is
di. 0 = UDcup fur, (di+1, 0)]-

Similarly, the IIT will construct k-1 data blocks according
to the block structure of the sensors and the existing data
parameters, and calculate the hash values. Then, k-1 sensors
will be selected, and assigned with k-1 data blocks.

Next, the block data of each sensor will be authenticated,
and the distributed blocks will be linked to the blockchain.

5.4.2. Restoration and reading of block data

In the latter two stages of the management cycle, the input is
the location index of the blocks to be read, i.c. the IDs of
the sensors, and the output is the information of the blocks
at the specified locations, i.e. the data collected by the sensors.

Initializing the iteration
variable /=h
T
Yes
I=h
No -
Calculating and
4@» broadcasted
No parameters
Yes
Extracting coefficients di+11 di+1.2, ...di+121 -
and broadcasting parameters feandi+1.1), Randomly selecting 7 out of the
ferndieLy). .. femdiere n secret shares dir' dix, ...din
Computing all the sub-secret data Computing all the sub-§ccrct )
Jemn(x) acquired by shared polynomial data D, D, ...De-1acquired by
Di_D:. .. Di-1 shared polynomial fezn(x)

Fig. 5 The workflow of the restoration and reading of block data.
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Each sensor checks its block in the blockchain according to
ID ), and keeps requesting the IIT and then the DBS to
respond to the data of the blocks with the requested IDs, until
it receives the t block data. Upon receiving all the data, the
sensor will start to reconstruct the initial secret.

Suppose the t sub-secrets obtained by the sensor are d/, =
D¢ s Jarr, Adi,, )] of the 1IT, and d; /| =[UDpy s faur,
Ad;+1. /)] of t-1 sensors. Then, each sensor will calculate its
sub-secrets based on the broadcasted data and the block data
in its storage.

Through Lagrange interpolation, all the sub-secret data Dy,
D,, ...D, are obtained from the t-1-th order polynomial fj,;
[x). Finally, the sub-secrets are stitched in turn into a
decimal data D, which is outputted as the reconstructed initial
secret (see Fig. 5).

To verify the authenticity of the data block in each sensor, t
out of n pseudo shares are selected by random for secret
reconstruction.

6. Simulation and results analysis

6.1. Verification of storage efficiency

The first simulation focuses on the communication between
building units. A total of 20 different IITs were created locally
by setting up different server ports with the computer. Each
IIT supports data storage and verification, and runs its own
blockchain code. The threshold parameters were set ast = 8§
and n = 20.

The performance of the traditional location-dependent key
(LDK), Hierarchical Key Management Scheme (HKMS) »
Low Energy Adaptive Clustering Hierarchy (LEACH) man-
agement plans was compared with that of our blockchain-
based dynamic key management plan, in terms of complexity,
dynamics, and share length.

A total of 180 blocks were generated in the simulation.
Three data were recorded during the simulation: (1) The time
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Time to read the specified block data/ms
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Block number

(a) The LDK plan

200

180

160

120

100

80 A
60
40

20

Time to read the specified block data/ms

120 180

Block number
(b) Our plan

Fig. 6 The lengths of a full management cycle of the LDK plan and our plan.
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consumed by each node from receiving the data of the 20th
transaction to linking the transaction data into the blockchain;
(2) The time consumed to read the block data whose serial
number is a multiple of 5; (3) The size of the file that records
every 5 newly generated blocks.

As shown in Fig. 6, the LDK plan consumed 31 ms to com-
plete a full management cycle, while our plan consumed 83 cm
on average. Our plan is more time-consuming in communica-
tion and calculation than the LDK plan, but it can be
accepted. Because it spent more time in data reading than
the latter: the DBS needs to request data from the IITs that
have been assigned data blocks, and the data block needs to
be restored by Lagrange interpolation.

Based on the advantages of decentralization, openness,
autonomy, anonymity and unforgeability of information, the
introduction of blockchain technology into wireless sensor net-
work of intelligent building energy management system can
greatly improve the security and confidentiality. In terms of
processing rate, as shown in Fig. 7, the LDK plan took
4.786 s on average to generate, link and verify a block, while
our plan took 5.091 s. Combined with the calculation results,
it can be found that the scheme is more complex in data pro-

cessing, but the two plans differed slightly in the time to gen-
erate, link and verify a block. Our plan consumed slightly
longer time, for the system needs to generate the secret shares
to construct the block at each IIT.

As shown in Fig. 8, the lengths of shares to be stored in the
IITs in the four plans increased linearly, with the growing
number of blocks linked into the blockchain. The total storage
space required by the IITs in the LDK plan was about 5 times
that of our plan. Hence, our plan has a clear advantage in
blockchain storage.

6.2. Verification of energy consumption and connectivity

Based on Visual C+ + and MATLAB, the second simulation
mainly compares the energy consumption and connectivity of
the two plans. A total of 100 different sensor nodes were cre-
ated locally by setting up different server ports with the com-
puter. The simulation parameters were configured as follows:
area, 150 x 150; location of the DBS, (55, 200); cluster radius,
50 m; initial energy, 2J; packet size, 500Bytes.

For the LDK plan, with the increase of IITs, more mes-
sages need to be transmitted during the generation of the
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Fig. 7

The time to generate blocks of the LDK plan and our plan.
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Fig. 9 Energy consumed for additional sensors of the LDK plan
and our plan.

key, pushing up the energy consumption. For our plan, with
the increase of IITs, the key management requires a limited
number of messages. This is because some parameters are con-
tained in block data, although the number of messages to be
transmitted also increases during key generation. As shown
in Fig. 9, our plan only consumed 70% of the energy needed
by the LDK plan to form the secrete key management system.
However, the energy consumption became obvious when there
were more than 5 IITs, owing to noise and attenuation.

As shown in Fig. 10, in the same building unit, a single IIT
can reconstruct the key timely, as more and more blocks are
linked into the blockchain. Due to the spatiotemporal correla-
tion of the WSN in the IBEMS, only some IITs are required to
report when an event occurs. The relevant information is
stored locally, which suppresses the frequency of key recon-
struction. Therefore, the key update plan is feasible, suitable,
lower communication costs and energy efficient.

Fig. 11 compares the network connectivity of the two plans
under the same simulation environment. For the LDK plan, as
the number of IITs increased, the coverage rate grew, while the
attenuation increased exponentially under noise, making it dif-
ficult to forward or group messages. For our plan, all IITs are
connected into a chain, such that the IITs can communicate
with each other and store information locally; the cluster size
could be balanced through adjustment. As a result, our plan
outperformed the LDK plan in connectivity.
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Fig. 10 Energy consumed for additional linked blocks of our
plan.
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Fig. 11 Network connectivity for additional IITs of the LDK
plan and our plan.

7. Conclusions

This paper analyzes the framework of the WSN in the IBEMS,
and designs a network model for the IBEMS. Then, the secu-
rity of blockchain technology was verified. On this basis, a
blockchain-based dynamic key management plan was devel-
oped for the IBEMS.

Referring to Shamir’s Secret Sharing, each management
cycle in our key management plan for IBEMS was divided into
six stages: initialization, generation of sub-secrets, generation
of data blocks, distribution and storage of data blocks, acqui-
sition of data blocks, and secret reconstruction.

Simulation results show that our plan inherits the high
safety of blockchain technology, and excels in storage effi-
ciency, energy consumption, and network connectivity. To
promote blockchain in the UPIoT and similar scenarios, the
future research will further refine the proposed plan, namely,
rationalize the threshold t, and optimize the conversion of ini-
tial secret into decimal data.
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